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LIKE SO MANY, THE COMPANY'S
TECHNOLOGY SYSTEMS HAVE NOT ALWAYS
KEPT PACE WITH THAT GROWTH AND
SOLUTION ISLANDS HAVE EMERGED,
CREATING CRACKS IN THE COMPANY'S
SECURITY DEFENSES.

THROUGH THESE CRACKS, CYBERRAZER AND
HIS MINIONS ATTACK THESE IT SYSTEMS,
SEEKING TO INSERT WEDGES THAT CAN BE
FURTHER EXPLOITED LATER OM.

LITTLE DOES WEEE KNOW THAT, EVEN IN ITS SERENE AND IDYLLIC
HG ENVIRONMENT, THE COMPANY IS SURRCLINDED BY BALD
ACTORS SEEKING TO EXPLOIT EVERY VULMERABILITY POSSIELE
UNTIL THEY ESTABLISH A PERMAMNENT FOOTHOLD FROM WHICH
TO UNLEASH A DREAPED RANSOMWARE PAYLOAD THAT COLULD
CRIPPLE THE COMPANY.




WELCOME TO .
Ir*" WEeE MS, BUCKNER.
AS OUR NEW cIso,

T'M THRILLED
TO BE HERE!

I CHOSE WGC 2
DUE TO ITS EMPHASIS ON %
MOVING FORWARD, AND A

N THERE IS A LOT FOR
. YOU TO DO &

THIS IS DANSA, OUR _
ENTERFRISE ARCHITECT. )
HE'LL SHOW YOU AROCUND
% AND GET YOU SETTLER

W\ o

"

\ I'M GLAD
YOU'RE HERE TO
i HELP US, AMEENA.
/ IT SEEMS LIKE DATA,
INFRASTRUCTURE, AME
SECURITY ALL GO

HAMND IN HAND
THESE DPAYS!

BlZ PART OF THAT MEANS
ENSURING THAT INFORMATION
IS SAFE, SECLIRE, AND
PROTECTED.

i I LOOK FORWARD
<P TO EXPANDING MY
. CAPABILITIES WHILE ALSO
! ENSURING THAT WGC'S
,.}- DATA STAYS SAFE,

WE'VE MADE SOME
EFFORT TO SHORE UP
OUR DATA MANAGEMENT
PROCESSES, BUT WE

- NEED HELP

M-_.

Lt
W

. - ‘.,.ﬁc

CANSA, IT
SOUNDPS LIKE WE
HANE A LOT
TO Ol

WE HAVE PRETTY

WE PQ.
I't LOVE FOR

us 70 WORK

TOGETHER.

SIGMIFICANT MEEDS
AND TECHMICAL DEBT
WE'RE PEALING WITH
PRETTY MLUCH
EVERYWHERE.

COUNT
ME IN. LET'S GET

MICE! THE CEQ
SENT ME A GIFT CARD;

LOOKS LIKE I JUST NEED

TO LOG INTO THE
-4 WEBSITE SHE SENT ME
TO CLAIM IT!

= LAST YEAR, OME OF OUR
FPAYROLL CLERKS CHAMNGELD
SOMEOME'S DIRECT DEPOSIT
INFORMATION AND IT COST
uUs OVER $10.000 BEFORE IT
WAS DISCOVERED.

PHISHINGT
YEAH. WE GOT
LUCKY THAT IT WAS ONLY
$10.000. IT WOULD HAVE
BEEN SO MUCH WORSE IF

=1

IT HAD BEEN A
RANSOMWARE
ATTACK!

Hl, IT! 50 ‘
% WEIRD THAT IT'S YOu
CALLING ME THIS TIME
INSTEAD OF THE OTHER
\ WAY ARCLINCY
'

=

; QOH! YOU NEED
MY PASSWORD SO YOLU
CAMN VALIDATE ITT

SURE!
IT'S ouBi2.

S

WHAT HAVE YOou
== POMNE SINCE THE

ATTACKT

HOMESTLY,
NOTHING YET. WE'VE BEEM
SO FOCUSED ON OUR
ENTERPRISE DIGITAL
TRANSFORMATION THAT MO
OME HAS HAD TIME TO
FPLUG SOME OF
THE HOLES.

-
I HAVE AM
IPEA HERE ...




7 THAT'LL DO N4
\ THE TRICK!

THIS AUTOMATEDR .
7 SECURITY AWARENESS TOOL
WILL GIVE USERS THE KNOWLEDGE
THEY NEED TO FEND OFF PHISHING
ATTEMPTS. IT WORKS FOR
EVERYOMNE HERE, AS WELL AS
OUR WORK-FROM-HOME
TEAM MEMBERS.

WOow! THAT
WAS QUICK!

’ YOUu SOME
KIND OF SECURITY
SUPERHERD OR

SOMETHINGTY

IT WASHN'T JUST THE DESKTOP
ENVIRONMENT, THOUGH. ALL ACROSS WGEC,
INFRASTRUCTURE SILOS CREATED NEW RISK

FOR THE COMPANY,

... AND THANKS
TO OUR NEW AUTOMATED X
SCANNING TOOLS, WE'RE NO
LONGER TWO YEARS BEHIND
IN APPLYING CRITICAL
FIRMWARE UPDPATES TO
v OUR SERVERS.

BELIEVE WE'D NEVER ' I |

DOME FIRMWARE
UPDATES!

NO EKIPPING! =
JUST THIS MORNING,
A BRAND NEW ZERO DAY \
l VULNERABILITY WAS DISCOVERED |
a4 OM THE OLD FIRMWARE VERSION
THAT WAS IN ALL OF
QOUR SERVERS.

THERE ARE SO MAMNY
OPPORTUNITIES FOR INFILTRATION.
COMNSTANT VIGILANCE INTERRUFPTED

BY JUST ONE MISSTEP CAN HAVE
TRAGIC CONSEQUENCES.

S PLACE RIGHT NOW,

I NEED TO GO
MEET WITH THE
STORAGE TEAM.

THEY'RE REALLY
STRUGGLING WITH HOW WE
MOVE FORWARD WITH A
HAS CONSOLIDATION
PROJECT.

THAT OME
IS EASY!

FOR THE LAST
SIX HOURS, WE'VE BEEN STUDYING
THE THROUGHPUT CHARACTERISTICS
AND ARCHITECTURE SCHEMATICS
FOR EVERY MAS SYSTEM ON THE
MAREET AND WE'RE NO CLOSER TO
A PECISION THAN WE WERE
WHEN WE STARTELD

WELL, WE NEED TO
MAKE THIS WHOLE MESS
SIMPLER. WE HAVE NAS

SYSTEMS FROM EIGHT
VENDORS ALL OVER THE

Y THOSE ARE IMPORTANT,
BUT LET'S CUT TO THE
CHASE, WHAT DO You

WANT TO ACTUALLY
GET DONET

WE HAVE
ISLANDS OF NAS
| EVERYWHERE. IT'S EXPENSIVE.
IT'S COMPLEX. SIMPLY PUT,
b IT'S INEFFICIENT.

FEC}M A SECURITY
STANDPPOINT, IT'S A




LET'S HEAD TO : /~  WE ALSO
NEED A SOLUTION

THAT WORKS AS et 7 WHERE
WELL IN THE CLOUD e PO I BEGINTI
AS IT POES g

FIRST, WE'RE NOT
STAYING INSIPE OUR BACKUP
WINDOW ANYMORE AND IT'S
IMPACTING PRODUCTION. WHEN WE
HAYE TO RECOVER A FILE, IT TAKES
FOREVER: IF WE HAD TO DO A
SIGMIFICANT RECOVERY, IT WOULD
TAKE WEEKS TO GET IT DOESN'T
EVERYTHING BACK. REALLY SUPPORT USING
THE CLOUD AS A TARGET, SO
WE HAVE TO KEEF THROWING
STORAGE AT THE BACKUP
SYSTEM JUST TO KEEFP UP
WITH OUR CRAZY
DATA GROWTH.

: 7~ IT HAS TO JusT
N . / WORK! AND, MOST
= You GoT = | IMPORTANTLY, IT NEEDS
FIBRE CHANNEL! / ( - A\ TO BE SECURE FROM

FRYING EYES.

WORSE, WE HAVE FIVE
PIFFERENT BACKUP
SOLUTIONS RIGHT NOW.,
NOME OF THEM COVER ALL
OF QLR SYSTEMS.

ALL OF THESE
SYSTEMS MEAN THAT WE'RE
SPENMDING ENGINEER TIME OMN
FIVE BACKUP TOOLS RATHER

THAN ON OUR DIGITAL
TRANSFORMATION WORK.

STORAGE IS JUST e e \
ONE NEED ON THE DATA FRONT, S0 I D" WHAT KINDS
THOUGH. WE'RE ALSO HAVING A OF RISKS AND - - e -
SERIOUS CHALLENGES WITH CHALLENGES PO /S [ OH ... AND ... WELL ... §

BACKLUP AND RECOVERY, AS WELL =i WE HAVE RIGHT

AS A LOT OF RISK. _ RS NOW? R CLF PACELIOS AREN'Y

AlR-GAFPPEDR.




YEAH... IF LAST
YEAR'S PAYROLL DEBACLE HAD
BEEN RANSOMWARE INSTEAD,
WE WOULDN'T BE HAVING THIS
b, PLEASANT CONVERSATION &
= RIGHT NOW., [

SECOMND, THAT
SYSTEMS COME OUT
OF THE BOX WITH
HOTHING ENABLEDR
BY DEFALILT.

THAT WE ALWAYS
ASSLUME THAT THE
INFRASTRUCTURE
IS SOMEHOW
COMPROMISED.

¥ WAIT FOR - .
T A ZERO TRUST?

WHAT DOES
THAT MEANT

WE'P BE OUT OF
BUSIMESS AND SOLD

FOR PARTS. IT MEANS

TWO THINGS,
REALLY.
I KMEW IT
WAS BAD, BUT
NOT THIS

IT'S TIME
FOR US TO POF IT TODAY IS INTEGRAL
: MGU‘E&?‘E"T?—:M‘;”ESE / / TO A STRONG SECURITY
3 POSTURE. OUR DATA
~ : MANAGEMENT AND DATA
PROTECTION SYSTEMS
ARE NO EXCEPTIOM.

NPT WELL, THAT

POESH'T SOUND ALL
THAT POSITIVE ...

IT'S MEANT TO
FORCE ORGAMNIZATIONS
g TO REALLY REFLECT OM
ZERC TRUST ISN'T THEIR ENVIRONMENTS.

MEANT TO IMPLY THAT

INTERNAL TEAMS AREN'T DOING
THEIR JOBS. INSTEAD, IT'S A TACIT
ADMISSION THAT EVERY THIMG—-EVEM

THE BEST SOLUTIONS ON THE

MARKET-HAS FLAWS, A FACT
THAT HAS BEEM PROVEN
TIME AND AGAIN,
RIGHT HOW, OUR OLD

AS WE
EVOLVE, CUR NEW
INFRASTRUCTURE NEECS
TO TAKE A ZERQ TRUST
APPROACH FROM
END TO EMDL

SYSTEMS ARE DEFLOYED
AND TEAMS SHORE THEM

UP BY LOCKING THEM DOWHN

AFTER DPEPLOYMEMNT.

BUT, WE JUST SAW
REALITY STRIKE! THE VERY
FIRMWARE UFDATES THAT
WE JUST UPDATEDR HAD A

ZERC DAY ATTACK THAT
WAS PUBLISHED
RECEMNTLY.

WHEMN WE
PEPLOYED THOSE

SYSTEMS, WE “"HARDPEMEDR”

THEM. WE TOOK ETEFE
TO CLOSE HOLES.

...J




ZERO TRUST
PRINCIFLES MEAM THAT WE
HAVE TO TAKE ACTIVE STEPS
TO MAKE THESE SYSTEMS
ACCESSIBLE.

WE APFROACH IT
USING A PRINCIPLES OF LEAST
PRIVILEGE STANCE SO THAT
SYSTEMS HAVE OMLY WHAT THEY
MEED TO OPERATE...
AND NO MORE.

ABSOLUTELY, DANSA!
f WE MNEED A TOOL THAT HELPS US
IPEMTIFY PATTERNS THAT COULD
INDICATE THAT A COMPROMISE HAS
ALREADY TAKEM PLACE AND THAT
CAN IDENTIFY OTHER POTEMTIALLY
MALICIOUS ACTIVITY.

SO MANY LEGACY ”}
BACKLUP TOOLS ARE
SINGLE-MIMNDED AUTOMATONS

THAT JUST MOVE DATA
FROM PRODPUCTION TO
BACKUFP WITHOUT REALLY
COMSIDERING MUCH
BEYOMND THAT.

e BUT THERE'S
MO TOOL OM THE MARKET
THAT CAN GUARANTEE THAT
WE'LL NEVER FALL VICTIM
TO A RANSOMWARE
ATTACK.

AND, IF THEY

pIe, WELL... I
DON'T THINK I'D
BELIEVE THEM.

YOU KNOW,

AS WE CONSIPER NEW OPTIONS,
WE REALLY MNEED TO BE THINKING
ABOUT HOW WE CAN BE MORE
PROACTIVE IN IDPENTIFYING
POTENTIAL ATTACKS THAT WE

OUR NEW TOOL
NEEDS TO BE AN ACTIVE
PARTICIPANT IN OUR SECURITY
PROGRAM, HELPING US FLAG
SUSPICIOUS ACTIVITY
SO THAT WE CAN

ABSOLUTELY
RIGHT, SAM. NO
TOOL CAN EVER GIVE
THAT IRCHCLAD
GLUARANTEE.

THAT'S WHY IT'S
CRITICAL THAT WE THINK
ABOUT ALL OF THIS IN
LAYERS AND IDENTIFY WHAT
STEPS WE WOULD TAKE IN A
WORST-CASE SCEMARIO

WHILE WE'RE DESIGNING £

IN OTHER
WORDS, WHAT
HAPPENS WHEN

% THE WORST
_ b HAPPENST &8

- WITH EUBRIK
AMND NETAPF SUPPORTING N
Us, WE'LL GET BEST-IN-CLASS |
STORAGE AND DATA
PROTECTIOMN,

EVEN BETTER,
¥ WE GET TO FIX THE BACKUP
WINDOW FROBLEM WE'VE BEEN
EXPERIENCING WITH OUR OLD
SOLUTION. RUBRIK FLILLY
SLUPPORETS NETAPF SNAPDIFF 3.0,
WHICH TAKES BACKUPS BASED
OM FULL-VOLLUME DELTA
SHAPSHOTS.

. ¥ WE'RE GOING TO
SHOULD SELECT TO || PEPLOY RUBRIK AND
REPLACE OUR OLD ETAPP ONTAP AND

SYSTEMST STORAGEGRID!

WE'LL GET
AlR-GAFPPED AND
IMMUTABLE BACKLUPS
THAT CAN'T BE IMPACTED
IF WGE 1S EVER HIT
BY RANSOMWARE.

ORDERS OF MAGNITUDE SINCE
SNAPDIFF'S FILE CHANGE API
COMPARES JUST THE PREVIOUS
BACKLIP SNAPSHOT WITH THE |
CURRENT OMNE AND OMNLY BACKS £
A UP WHAT'S CHANGED. §




T L5 i

THINE WE'RE JUST

b, ABOUT READY!

>
PUTTING N>

THE FINISHING
TOUCHES ON

REUBRIK WILL HAVE

“ EVERYTHING, INCLUDING ALL

OF OUR METADATA, AND WE'LL
BE FLULLY PROTECTED!

THE HERG,

SAM!

AND THAT

uow, WE JUST ™ Bl ot SHOULD JUST
HAVE TO MOVE OUR /

DATA TO NETAPF ‘
AND RUBRIE.

i EXCELLENT WORK,
TEAM! I KNOW EVERYONE
WORKEDR HARD TO GET
THIS DOME!

= YOU'RE SURE

¥ YOU DIDN'T MISS ANY
STEPS ON THE METAPP
_ DEPLOYMEMNT, RIGHT? 4

WOLILD YOU LIKE TO CHANGE
THE DEFALILT PASSWORD?
[YES/NOD)

LITTLE DID THE TEAM ENOW THAT HUMAN
ERROR ISN'T LIMITED TO END USERS. IT PROS,
EVEM IT SUPERHEROES ARE ONLY HUMAN,
AFTER ALL...




A FEW DAYS LATER ... >

f JusT X
THERE'S A LOCK

\EJH MY SCREEM. .

"

i

DO YOU SEE 9

SOMECNE FORGOT TO
CHANGE A DEFALILT
ADPMIN PASSWORD.

( THATT IT LOOKS LIKE i

WOULD YOU LIKE TO CHANGE
THE DEFALLT PASSWORD?
{YES/MO)

I SAW IT AND
{ WE'LL FIX IT, BUT WE'RE
PREPARED FOR THIS!
\ FOLLOW ME.

CYBERRAZER IS

ATTACKING! -

OUT OF THE
WAY! I'LL TAKE CARE
OF THIS OMNE
MYSELF!

IT'S TIME
( TO PEPLOY OUR |

RECOVERY PLAM. i

.r—""”/

WE CAN'T
PESTROY

& TH

=3

OME!

IT'S STARTING
TO REBUILD
ITSELF!

THIS RLBRIK
IS UNSTOPPABLE!
LET'S GET OUT
OF HERE!




<\
SORRY I'M
_. LATE! I GOT HERE
AS SO0OMN AS

SAM, CAN
YOou ACTIVATE THE
MISSION-CRITICAL

SYSTEMST

SURE THING!
WE CAN USE RUBRIK
INSTANT RECOVERY
AMND BE BACK UP IN
A FLASH!

AWESOME! WE
CAMN STAGE OUR RECOVERY
TO GET MISSION-CRITICAL
SYSTEMS BACK IMMEDIATELY
WHILE THE REMAINPER COF CLIRE
SYSTEMS FULLY RECOVER FROM
THE PROTECTED BACKLUPS.

{ EVERYTHING 15 BACK UP

AND RUNMING. GREAT
WORK, TEAM!

AND THIS TIME,
I CHANGED THE
PASSWORD!

A LITTLE WHILE LATER,
IN THE CECQ'S OFFICE.

i WITH THE
REIGHT KNOWLEDPGE

AND THE RIGHT TOOLS,

ANYOME CAN BE A
SLUPERHERO!

WITH IT :
SUPERHERCOES LIKE
YOu, WE'RE IM
GREAT HANDS!

~— >

T DANSA AND 07 JUST LAST YEAR,

{ AMEENA, YOU TWO MEGALANDCORF OUR

REALLY ARE BIGGEST COMPETITOR, HAD
SUPERHEROES! TO SHUT POWN FOR TWO

MONTHS WHILE IT RECOVERED
FROM RANSOMWARE.
: THE

COMPANY ALSO
ENDEL UP PAYING
A SEVEN-FIGURE

RANSCM!

YOUR TEAM MANAGELD o
TO GET OUR CUSTOMER-FACING N
SYSTEMS BACE IN OPERATION IM
RECORD TIME AMD THE ENTIRE
COMPANY WAS BACK ONLINE
BEFORE WORK EVEM STARTED
THE NEXT DAY!

OUR COMBINED
EXFPERIENCE COUPLED
WITH NETAPF'S ONTAFP AND
STORAGEGRIL AND ELUBRIK
AS THE LAST BASTION FOR
WHEN ALL ELSE FAILED MADE
ALL THE DIFFEREMCE.




TOP 5 TAKEAWAYS

. PATA IS THE LIFEBLOOD OF EVERY MODERN ORGANIZATION.

2. IT'S NOT A QUESTION OF IF A RANSOMWARE ATTACK WILL
HAPPEN, BUT WHEN. THE ONLY WAY THAT ORGANIZATIONS CAN
SURVIVE ONE AND NOT PAY THE RANSOM IS TO HAVE
CUTTING-EDGE SECURITY AT THE POINT OF DATA AND AN
IMPENETRABLE LAST LINE OF DEFENSE BACKUPR.

3. EVERY ORGANIZATION'S LAST LINE OF DEFENSE NEEDS TO BE
BUILT ON A ZERC TRUST, IMMUTABLE ARCHITECTURE WITH
DEFALILT SETTINGS AND FEATURES TO GUARANTEE THE
AVAILABILITY OF DATA EVEN IN A FULLY COMPROMISED
ENVIRONMENT.

4. STATE-OF-THE-ART DATA PROTECTION IS ABSOLUTELY
CRITICAL, BUT IT DOES LITTLE GOOD WITHOUT
STATE-OF-THE-ART RANSOMWARE REMEDIATION, THREAT
HUNTING, SENSITIVE DATA DISCOVERY, AND ORCHESTRATED DATA
RECOVERY BUILT IN.

5. CONSOLIDATION OF DISPARATE SILOED SYSTEMS FOR SUCH
THINGS AS NAS AND DATA PROTECTION INTO INDUSTRY-LEADING,
INTEGRATED SOLUTIONS PROVIDED BY JOINT PARTNERS WILL
REDUCE RISK AND LOWER TCO. RUBRIK AND NETAPP TOGETHER
CHECK ALL THE BOXES NEEDED FOR DATA MANAGEMENT, ‘
PROTECTION, VISIBILITY, AND RECOVERY. B



