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LIKE MANY OF THEIR CLIENTS,

CYBERDPEFENSE LEAGUE IS A GLOBAL ORGANIZATION
ON A MISSION TO HELP BUSINESSES EVERYWHERE
ACHIEVE THEIR MGITAL TRANSFORMATION GOALS
WITH INNOVATIVE, RESILIENT, AND SECLIRE
CLOUD-NATIVE SOLUTIONS.

CYBERDPEFENSE LEAGUE USES KUBERMETES

FOR ORCHESTRATION OF ITS
CONTAIMERIZEDR APPLICATIONS,

HOWEVER, IN ITS QUEST FOR
AUTOMATION, COLLABORATION,
AND CONTINUOUS IMPROVEMENT
IN THE PEVOFPS WAY, TWO SILENT
VILLAINS HAVE EMERGED FROM
WITHIMN: MAELSTORM, THE
"CULTIVATOR OF CHAQOS,”

AND CHRONCCLEFTA, THE

"TIME THIER."




GABRIELLE,
WE'VE HAD
ANOTHER MAJOR
SETBACK TO THE LATEST
RELEASE OF OUR CPL
SHIELD APPLICATION. 3
OME OF OUR PEVOPS TEAM
MEMBERS IMADVERTEMTLY DELETED
SEVERAL PODS WHILE WOREKING
LATE LAST NIGHT ANDP IT LOOKS LIKE
OUR LAST GOODP BACKEUP IS5 MORE

B THAN TWO WEEKS OLD, 4
Al
: SAM, THIS I KNOW YOUR ™\
% |5 THE THIRD TIME ¥ DEVOPS TEAMS ARE
THIS HAS HAPPENED  LNDER A LOT OF
b THIS QUARTER! A PRESSURE AND THESE

ACCIDENTS AREN'T

THIS IS PERFECT,
CHRONOCLEFPTAS

STEALING ALL THEIE TIME

! r

L

THERE MUST BE A

BETTER WAY TO BACK UP

COUR KUBERMNETES
ENVIROMMENT.

THAT'S RIGHT,
MAELSTROM! WITH
EACH NEW PROBLEM,

# " EXCUSE ME FOR

INTERRUPTING, BUT
DANSA AND | COULDN'T
HELF BUT OVERHEAR YOUR

CONVERSATION. -

ADIRA AND T
HAVE BEEMN LOOKING AT
CIFFERENT SOLUTIONS TO
BACK UF OUR cLOUD

h, STORAGE AND APPLICATION

ARCHITECTURE.

" THERE'S ONE
SOLUTION IN

PARTICULAR, CALLED

KASTEN KIO, THAT
WE'RE REALLY
EXCITED ABOUT.

K, BUT
WILL IT MEET OUR
REQUIREMENTS FOR
BACKING UP OUR
KUBERMETES
APPLICATIONST

REMEMBER, THE

BACKUP PLATEORM NEEDS TO %

ALUTOMATICALLY DISCOVER ALL
THE APPLICATION COMPONENTS

BEEM ACTIVELY
EVALUATING IT
FOR SEVERAL

IT OFFERS
FREE HANDS-OM LABS
COM ITS WEBSITE, AND
WE'VE FOUND IT TO BE
A VERY INTUITIVE
AND PROMISING
SOLUTION. i

HAVE THE GRAMULARITY |
TO RESTORE OMLY THE
APPLICATION COMPOMNENTS
WE MEED, WHERE WE
MEED THEM,

OUR POWERS GROW RUNMING ON THE CLUSTER AND
STROMGER AND TREAT THE APFLICATION AS
STROMNGER! ; THE UNIT OF ATOMICITY.

e
AND ME CREATING CHAOS, 2
THEY WILL MEVER BE ABLE ﬁ

TO FIND A SOLUTION! <

Z




KIO IS ALSO HIGHLY TEAM, WE'RE GOING TO
SCALABLE AND GIVES OUR ; S LATER THAT DAY ... TRY A NEW SOLUTION TO

THE KASTEN TEAM OPERATIONS TEAMS THE > e BACK UP OUR KUBERNETES
HAS BUILT KIO FROM THE WORKFLOW CAPABILITIES g IT PROVIDES N ENVIROMMENT.
GROUND UP TO SUPPORT ALL THEY MEED. AND PROVIDES CONTROLS INCLUDPING
VOLUME TYPES, PERSISTENT IDENTITY AND ACCESS ROLE-BASED ACCESS
STORAGE, EPHEMERAL PODS, MANAGEMENT (IAM). CONTROL (RBAC), AND
AND SNAPSHOTS TO ) SUPPORTS APPLICATION
EFFICIENTLY BACK UP YOUR = w [ PORTABILITY ACROSS OUR
APPLICATION DATA, ! MULTI-CLOUD
74 . ENVIRONMENT, _

[ WOW, THAT IS
IMPRESSIVE!

ADIRA AND I ARE OVER THE NEXT TWO
PEFLOYING A PILOT OF WEEKS, PLEASE VISIT THE
KASTEN KIO IM THE LEARNING.KASTEN.IO
DEV/TEST ENVIROMMENT WEBSITE AND COMPLETE
AMND WE'D LIKE YOLUR SOME OF THE HANDS-ON
" INPUT. LABS TO GET FAMILIAR

M— WITH THE SOLUTICHN,

ﬁ Learning )
I =/ kKasten.io gl

SOUNDS _ LET'S GIVE
CCHA T I IT A TRY!

YEAH, WITH THIS

MUCH POWER, WE

KIND OF FEEL LIKE
SUPERHEROES!

THE SOLUTION
IS ALSC BUILT TO MATIVELY
UNDERSTAND THE :
CHALLENGES YOU'LL FACE WELL, THAT DOES
WHEMN PROTECTIMG DATA SOUNDP PROMISING,
IN KUBERMNETES. LET'S GIVE KASTEN
KIO A TRY.




THIS IS TERRIBLE!
I'VE NEARLY LOST ALL OF
MY TIME-STEALING
POVWWER!

YOU THIMNK
THAT'S BADT SINCE THEY
STARTEDR USIMNG KASTEMW
KIO, ALL OF MY CHAOS HAS
STARTEDR TO BECOME
ORGAMNIZEDR!

MY HAIR IS
MEATER, MY CLOTHES
ARE CLEAMER, AMD
I HARDLY SMELL

S50 WHAT poO
YOU ALL THINE OF THE
NEW SOLUTIONT

> THESE LABS ARE
GREAT! I'M LEARNING SO
MLUCH, NOT JUST ABOUT
KASTEN KIO, BUT KUBERMNETES
ARCHITECTURE TOO!

KUBERMNETES
VOLUMES AND STORAGE
TYPES ARE NO LONGER
A MYSTERY TO ME—AND
I EVEM ENOW HOW TO

4 BACK IT ALL UP!

AND WHAT
Lo YOU THINK
OF OUR NEW

y COSTUMEST

HO KIPPING,
I JUST FIMISHED
THE STORAGE AND
APPLICATIONS LAB.

THESE COSTUMES )
TOO, RIG

5 (’%E'RE KEEPING

LET'S MAKE THE
CHANGE AND KEEP
KASTEM EIO!




THE NEXT DAY ...
[=

4 THE PEVOPS
TEAM USED KASTEN KIO
TO RECOVER THE POD
FROM A SNAPSHOT

WITHIN MINUTES.

Ir_,..-"'
k7

WE FOUND THESE
TWO LURKING IN THE
ST
SHADOWS.

LEASE, CALL HER [}
CAPTAIN KASTEN i
L AND CALL ME KiO, E
NOW.

. J =
=AY
Y

WELL, IT'S ! A CORRUPTED

=< HAPPEMED

POD WAS PROMOTED
AGAIN. 1o PRODUCTION THIS
MORNING, CRASHING
OUR CDL SHIELD
APPLICATION.,

7’ YOU DON'T
SEEM TOO
COMCERNED,

¥ THE SMAPSHOT
WAS LESS THAN AN HOUR
OLe, SO WE LOST BARELY
ANY TIME AND OUR
CUSTOMERS DPIDN'T EVEN
NOTICE THE APPLICATION
WAS DOWN.,

ADIRA
AND DANSA,
YOU'VE SAVED
THE DAY WITH
KASTEN KIO. &

E

! =

. " you TWo

REALLY ARE %
LlF"E RHEROES!

 WITH THE RIGHT

KNOWLEDGE, THE RIGHT

YEAH, THESE
) Qfﬂ HARDLY PUT

TOOLS, AND A SOLUTION UP A FIGHT.
LIKE KASTEN KIO, IT'S EASY it

TO BE A HERO!

RIGHT THIS
WAY, YOU TWO.

THAT'S .

INCREDIBLE!

WITH IT
SUPERHEROES LIKE
CAPTAIN KASTEM AND
KO, WE'RE IN GREAT

HANDS! ,,/"

WHAT'S

Bl THE POINT? B

GREAT WORK!
I'LL HAVE SECURITY

HEY LOOK,
A WINDOW,

I'VE ALWAYS
WANTED TO
0O THIS!




AND APPLICA L?HS IN KUBERNE‘TEE'

KASTEN HELPS ENTERPRISES OVERCOME DAY 2 DATA MANAGEMENT CHALLENGES TO
CONFIPENTLY RLUN APPLICATIONS ON KUBERNETES. KASTEN KIO, A DATA MANMAGEMENT
FPLATFORM FPURPOSE-BLUILT FOR KUBERMETES, PROVIPES ENTERFRISE OFERATIONS TEAMS AN
EASY-TO-USE, SCALABLE, AND SECURE SYSTEM FOR BACKUP/RESTORE, PISASTER RECOVERY,
AND APPLICATION MOBILITY WITH UNPARALLELED OPERATIONAL SIMPLICITY THAT FOLLOWS
BEST PRACTICES FOR KUBERNETES BACKUP:

ARCHITECTLURE: THE PLATFORM USEDR TO PROTECT KUBERNETES APPLICATIONS MEEDS TO
ALUTOMATICALLY DISCOVER ALL THE APPLICATION COMPOMNENTS RUNMING ON YOUR CLUSTER
AMND TREAT THE APPLICATION AS THE LINIT OF ATOMICITY. THE APPLICATION MUST INCLLUDPE THE
STATE THAT SPANS ACROSS STORAGE VOLUMES, DATABASES (NOSGL/RELATIOMAL), AS WELL
AS CONFIGURATION DATA INCLUDPED IN KLUBERNETES OBJECTS SUCH AS CONFIGMAPS AND
SECRETS.

RECOVERABILITY: THE DATA MANAGEMENT PLATFORM MUST ALLOW YOU TO RESTORE THE
APPLICATION COMPONENTS YOU WANT AND WHERE YOU WANT THEM. YOU SHOULD ALSO HAVE
THE GRANULARITY TO RESTORE ONLY AN AFFPLICATION SUBSET SUCH AS THE PATA VOLUME,
CONFIGMAFPS, OR SECRETS. THE APFROACH MUST MAKE RESTORING SIMPLE AND POWERFLIL
BY ALSO ALLOWING YOU TO SELECT THE APPROFPRIATE POINT OF TIME COFY OF THE
APPLICATICN,

OPERATIONS: IT IS IMPORTANT TO ENSURE THAT A KUBERNETES-MNATIVE BACKUP PLATFORM
CAN BE USED AT SCALE, PROVIPES OFERATIONS TEAMS WITH THE WORKFLOW CAPABILITIES
THEY REGQUIRE, AND MEETS COMPLIANCE AND MONITORING REQUIREMENTS. OPERATORS
SHOULD BE ABLE TO GIVE SELF-SERVICE CAPABILITIES TO APPLICATION DEVELOPERS WITHOUT
REGQUIRING APFLICATION CODE OR PEFLOYMENT CHANGES.

SECURITY: SECURITY IS CRITICAL WHEN DEVELOPING YOUR BACKLUFP STRATEGY. SHNAPSHOTS
WILL NEED THE SAME LEVEL OF PROTECTION AS THE SOURCE VOLUMES WHEN IT COMES TO
ACCESS CONTROLS AROUND IDENTITY AND ACCESS MANAGEMENT AND ROLE-BASED ACCESS
CONTROL (RBAC) MUST BE IMPLEMENTED. RBAC ALLOWS DIFFERENT PERSONAS [N AN
OPERATIONS TEAM TO ADOPT A LEAST-PRIVILEGE APPROACH TO COMMON TASKS SLICH AS
MONITORING. ENCRYPTION AT REST AND IN TRANSIT MUST ALWAYS BE IMPLEMENTED TO
EMSLIRE THAT DATA IS SECLURE WHENEVER IT HAS LEFT THE COMPLUTE ENVIROMNMENT.

APPLICATION PORTABILITY: LIVING IN A MULTI-HYBRID-CLOUD WORLD, A CLOUD-NATIVE
DATA MANAGEMENT PLATFORM NEEDS TO BE FLEXIBLE IN THE SUPPORT FOR

MULTIPLE DISTRIBUTIONS AND OFFER CAPABILITIES THAT ALLOW FOR THE PORTABILITY OF
WORKLOADS AND APFLICATIONS ACROSS ALL THESE DIVERSE ENVIROMMENTS. PORTABILITY
CAPABILITIES ARE REQUIRED ACROSS MULTIPLE LUSE CASES INCLUDING APPLICATION
RESTORING, CLONING, AND MIGRATION,



