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CHAPTER 1

Getting Started with
VMware vRealize
Operations

IT professionals around the world trust VMware’s vRealize Operations
(VROps) for vSphere management, but not everyone maximizes the
power that vROps can provide. Many don’t know the tips and tricks
that you can use to get the most out of it.

For instance, you may not know that vROps can manage the full data
center stack, from applications to infrastructure; and it can do this
across physical, virtual, and cloud environments. Perhaps you aren’t
aware of the multitude of resources available to soup up vROps into a
performance and capacity management machine for the IT operations
group. And, I'd be willing to bet that you aren’t aware of the latest
enhancements to vROps that allow you to enable self-driving cloud
operations in your data center.

In this book, you’ll learn all that and much more!

What Is vRealize Operations?

Before we start, let’s take a moment to give you a brief introduction to
VROps to ensure that we’re all on the same page.

VMware has designed vROps to provide what it calls “intelligent oper-
ations” for your data center. If you take a moment to think about that
phrase, you might consider the opposite: “unintelligent operations.”
None of us want to manage our data center “unintelligently,” although
it happens at so many companies.



@ EXPERIENCED VROPS ADMINS ONLY
Do you know this already?

If you already have a good understanding of vROps, you
can skip this introductory chapter and the installation
chapter (Chapter 2) to move directly to “Configuring
vRealize Operations for Maximimum Effect” (Chapter
3). If you’re already an experienced vROps administrator,
I recommend you jump to the final chapter of the book,
“Maximizing vRealize Operations” (Chapter 4).

Many organizations are missing crucial information about their data
centers. For example, they don’t understand how their applications are
performing today; they don’t have a capacity plan for the future; and
when trouble happens, they blindly restart software and hardware in
hopes of returning the applications to the status quo.

All of these are a sign of a data center management group that doesn’t
have any intelligence around their data center operations. It’s no secret
that modern data centers are complex, so it makes sense that you’d
need intelligent tools to manage such an environment. vROps is the
tool, both now and in the future, that you should be using to manage
your complex, modern data center.

With the release of vROps 7.5, VMware has updated its description of
VROps by stating that it provides “Self-Driving Operations.” This is an
important addition to the description of “intelligent operations” that
it’s always provided. We’ll learn more about this “self-driving” data
center later in the book, when we cover maximizing vROps.

GETTING STARTED WITH VMWARE VREALIZE OPERATIONS 8
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How Does vRealize Operations Work?

VvROps deploys as a virtual appliance into a vSphere infrastructure.
That virtual appliance includes both the database and the analysis en-
gine. The integrated database stores collected data; the analysis engine
presents that data to you, intelligently, and alerts you to what you need
to know. The vROps virtual appliance connects to VMware vCenter to
learn about the vSphere infrastructure hosts, clusters, VMs, virtual
networks, and datastores.

It can also communicate with other data sources like applications,
databases, servers, networks, and much more. vROps is designed to be
able to pull data from just about anywhere and correlate that data with
other data sources to give you a holistic view of what’s happening in the
data center. We’ll go more into vROps architecture in a later chapter.

In the past, when virtual infrastructures were smaller, more static,
and less complex, analysis using only vCenter was adequate for most
companies. They didn’t feel the need to push their utilization levels, as

GETTING STARTED WITH VMWARE VREALIZE OPERATIONS




5 Reasons You Need

a Virtualization
Performance and
Capacity Management
Tool

1. Maximize VM density. Servers now have

massive CPU and memory density. This gives them
the ability to run more virtual machines (VMs) than you’ve ever likely run
before on a single server.

Even if the potential number of VMs exceeds your comfort level, it’s your
job as avirtualization admin to push that hardware to the limit to maximize
your company’s IT investment. But how do you know what that number is?
Just because one company can run 100 VMs on a server doesn’t mean that
yOUur servers can.

The only way to find out what that number is for your particular servers
and your company’s specific applications is to slowly increase that number
until your intelligent tool tells you to stop (which will be before applications
see slowness). Maximizing VM density isn’t something that you should try
to do without the right analytics tools in place.

2. Prevent bottlenecks and downtime. Virtual infrastructure can and will
hit resource bottlenecks, and it’s your job to prevent that before they de-
grade application performance or cause application downtime. This can be
tough to do without a tool that’s monitoring your resource utilization 24/7,
keeping a history, and making recommendations.

3. Correlate events and changes. With more complex virtual infrastructure
comes multiple administrators and multiple changes. It’s critical to have a
system that tracks those changes and correlates them with system events
and/or performance issues. This way, when unexpected downtime or
performance bottlenecks occur, they can quickly be tied back to events and
changes that may be the root cause.

GETTING STARTED WITH VMWARE VREALIZE OPERATIONS




4. Plan capacity growth. Most workloads tend to grow over time, as the
user/customer base of those applications grows. The virtualization admin
needs to be able to predict that growth before the virtual infrastructure
runs out of capacity.

This foresight is important, since adding new capacity to the virtual infra-
structure may require physical capacity (pCPU, pRAM, or pDisk) that takes
time to purchase and add to the cluster. Your virtualization management
tool must monitor the workloads of your applications over time, and be able
to predict when additional capacity is needed, alerting you even months
ahead of time.

5. Achieve a unified view. Too many so-called virtualization management
tools monitor the virtual infrastructure with only insight from SNMP el-
ement monitoring, or with only basic information from the vCenter APL
You need a tool that offers a unified view gained from a rich and extensible
wealth of data.

For example, your virtualization management tool should have the ability
to communicate directly with storage arrays for storage insight; it should
have application insight into Tier 1 applications; and it should be able to
provide insight into the hybrid cloud when your company is ready to mi-
grate workloads.

they were satisfied with consolidating 10 or 20 VMs on a server (that’s
not hard to understand, when compared to the 1:1 OS-to-server ratio
they were running with physical servers).

Today, enterprises can be running hundreds of VMs on each host and
pushing the VM-to-host ratio to the maximum to squeeze every penny
out of their data center investment. Additionally, many companies are
using desktop virtualization and more complex multi-tiered applica-
tions than in the past.

GETTING STARTED WITH VMWARE VREALIZE OPERATIONS




While the adoption of virtualization management tools has increased,
those tools haven’t always proven to be worthwhile (in some cases,
they’re even ignored by administrators). Some enterprises have man-
aged their virtual infrastructure with vCenter and command-line tools
for years and believe that there’s no need to add another tool. And still
others are using a third-party tool that wasn’t designed with virtual-
ization in mind, such as an element-monitoring tool.

In just about all these cases, the enterprise doesn’t realize what they’re
missing until it’s too late. Unfortunately, too many of those compa-
nies don’t understand that their existing tools aren’t up to the job
until they’re trying to troubleshoot an application slowdown,; or, even
worse, a virtual infrastructure outage.

For those who need a reminder of why vROps Management Suite is so
necessary in today’s data centers, or what makes VROps so valuable in
today’s data center if you already own it, read on.

Understanding vRealize Operations
Editions

Before you start using vROps, there are a few things you should know.
The most important thing to know is that it’s easy. Assuming you al-
ready have VMware vSphere, you can download the free 60-day trial of
VROps, deploy it, and be up and running in less than 15 minutes. We’ll
walk you step-by-step through the deployment later in this book. If
you want to try vROps without a download, you can do that in a live
lab environment with the VMware Hands-On Labs (covered in the
next section).

Before you kick off your deployment, let’s review some of the “must-
knows” of VROps, starting with how it’s packaged and licensed.

vROps is offered in three editions: Standard, Advanced, and Enterprise.
What’s common across all editions is that they include vROps per-
formance monitoring, analytics, predictive capacity management,
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predictive Distributed Resource Scheduling (DRS), vRealize Log Insight
integration, and vSAN overview/migration dashboards.

vRealize Operations is also included in bundles such as the vRealize
Suite and the vCloud Suite.

Traditionally, vROps has been licensed per CPU; recently, VMware an-
nounced a new licensing option called portable licensing, which offers
the flexibility to manage workloads whether they’re on-premises,
third-party hypervisors, physical servers, or supported public clouds
using the same license. The portable license unit (PLU) licensing op-
tion is only available when you purchase vROps in the vCloud Suite or
the vRealize Suite and then, only with vROps Advanced or Enterprise.

The benefit of the PLU licensing model is that there’s no license
switching or conversion required. The PLU allows usage of vROps
to manage unlimited operating system instances (OSI) deployed
on-premises on one vSphere CPU, or up to 15 OSIs deployed on the
public cloud. It includes VMware Cloud on AWS (VMC), all supported
public clouds, VMware Cloud Providers, and third-party hypervisors
and physical servers.

vRealize Advanced Edition

There areanumber of reasons that enterprises move up to the Advanced
edition of vROps, including these major benefits:

¢ Wavefront integration

¢ vROps high availability

e Customizable dashboards
e Super metrics

e Advanced APIs

e Fine-grained cost analytics for reclamation, planning, and public
cloud cost comparison

GETTING STARTED WITH VMWARE VREALIZE OPERATIONS




e What-if scenarios for adding VMs to private and public
clouds, hardware procurement/decommissioning, and adding
VSAN capacity

¢ Business intent-based automated and schedulable workload
balancing

e vSAN-aware workload placement and host-based placement
e Automated actions

e VSAN troubleshooting and capacity management

¢ Monitoring of OS resources

¢ vRealize Orchestrator management pack

¢ Custom compliance templates

¢ Automated compliance drift remediation

¢ Service discovery and application dependency mapping

e ServiceNow Integration

e VMware Skyline integration

e Third-party storage, network, hyper-convergence, and multi-
cloud management packs

For customers wanting to do service discovery and mapping, they
can leverage the vRealize Operations Service Discovery Management
Pack (shown in Figure 1-2). VROps Service Discovery discovers all the
services running in each VM and then builds a relationship or depen-
dencies between services from different VMs, based on the network
communication.

The management pack can create dynamic applications based on the
network communication between the services and brings the func-
tionality into VMware vRealize Operations Manager that was earlier
provided by VMware vRealize Infrastructure Navigator.

GETTING STARTED WITH VMWARE VREALIZE OPERATIONS
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Figure 1-2

vRealize Operations Enterprise Edition
Overview

What does vROps Enterprise edition offer above and beyond the
Advanced edition? There are four important features:

¢ Out-of-the-box discovery, monitoring, and troubleshooting for
packaged applications

e Multi-cloud and container monitoring management packs:
Amazon Web Services (AWS), Microsoft Azure, OpenStack,
Kubernetes

e (Care system analytics management pack (for electronic health
record [HRE] mananagement systems)

e Third-party database, middleware, and application management
packs. For example, with vROps Enterprise edition, you can use
Blue Medora’s SQL Server or Oracle database management packs.

The primary reason that most companies select VROps Enterprise edi-
tion is the ability to monitor applications and middleware, as well as the
ability to use 75-plus different management packs including compute,

GETTING STARTED WITH VMWARE VREALIZE OPERATIONS




storage, networking, converged/hyperconverged, other hypervisors,
container, cloud, connectors, database, big data, and applications.

Learning vROps in VMware's Hands-On
Labs

So how can you get access to the latest vROps and use it, first-hand,
without ever having to install it? VMware’s Hands-on Labs (HOL) pro-
vides access to the entire VMware product line. It’s available to anyone
at no cost; it’s already installed, and includes detailed lab instructions
which are easy to follow. (The author frequently uses the HOL to im-
mediately access some of VMware’s most complex products.)

vRealize Operations in the HOL

VMware currently offers more than 90 HOL labs, with at least six of
those covering specific components of the vRealize Suite. New labs are
always being released; at the time of this writing, here are my favorite
eight labs to learn vROps:

¢ HOL-1901-01-CMP - What’s New in vRealize Operations Manager
6.7 and vRealize Log Insight 4.6

¢ HOL-1901-02-CMP - Optimize Infrastructure Performance with
vRealize Operations Manager

¢ HOL-1901-03-CMP - Optimize vSphere Capacity and Cost Savings
with vRealize Operations Manager

e HOL-1901-04-CMP - Monitor and Troubleshoot with vRe-
alize Suite

¢ HOL-1901-05-CMP - vRealize Operations Manager and vRealize
Log Insight - Advanced Topics

¢ HOL-1906-02-SLN -Automate IT - Making Private Cloud Easy

GETTING STARTED WITH VMWARE VREALIZE OPERATIONS
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These labs cover the new features of vVROps and vRealize Log Insight,
how vROps manages a hybrid cloud, and more. If you’re new to vROps
and the vRealize Suite, I recommend starting with the “Optimize
Infrastructure Performance with vRealize Operations Manager” lab.

Summary

In this chapter, you’ve learned how vROps is packaged, about different
features available in each edition, and how you can get some hands-on
experience with the VMware HOL.

The next chapter dives into vROps architecture, then shows you how to
deploy VROps step-by-step, and connect vROps to vCenter.

GETTING STARTED WITH VMWARE VREALIZE OPERATIONS




CHAPTER 2

Deploying vRealize
Operations

Before you start any new deployment (yes, even in a lab environment),
I always recommend that you first take a few minutes to understand
the architecture behind the solution, and the basics of how to size it.
This is important so that you don’t get caught off guard later and end
up unable to scale the solution as your company’s needs dictate.

vRealize Operations Architecture
Overview

A huge benefit of the vROps deployment model is that you don’t have
to install a new guest OS, install a database, install an app, or even
connect it to the database.

VROps is easily deployed and can run entirely within a single VM that
you can size to at deployment time with a simple “t-shirt sizing” mod-
el. For enterprises that have multiple sites or require high availability,
multiple vROps appliances can be deployed.

Figure 2-1 shows what the architecture looks like inside the vROps VM.

The single vROps VM includes the user interface, RESTful API, vROps
controller, analytics analysis, and data storage.

By deploying more vROps VMs, you can easily create a multi-node
cluster, or even a multi-node highly available cluster.
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Figure 2-1 : vROps Architecture

Sizing vRealize Operations

When deploying vROPps for the first time, one of the things you need to
take into consideration is the size of the virtual infrastructure you’ll
manage. This will determine how you size your vROps deployment.
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During the deployment process (which we will cover in more detail
in the next chapter), you’ll be asked to size the vROps VM as small,
medium, large, extra small, extra large, remote collector standard, or
remote collector large (Figure 2-2). These sizes match up with a range
of VM resources that will be used in your deployment, including vCPU,
VRAM, and storage resources.

Figure 2-3 shows how the different sizes correspond to the vCPU and
vRAM that will be allocated to the vROps VM.

vRealize Operations Node Remote Collector (RC)
Extra
Small Medium Large Extra Large | Standard Large
Small
Configuration
wCPU 2 4 8 6 24 2 4
Default Memory (GB) 8 16 32 48 128 4 16
Maximum Memaor
Himu Memeny N/A 2 64 9% | A 8 2
Configuration (GB)

Figure 2-3
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VMware KB article 67752" details the sizing guidelines for vROps 7.5; I
encourage you to review it for more sizing information.

What’s great about vRealize Operations Manager 7.5 is that you can
monitor the same footprint with up to a 15% vCPU reduction.

Installing vRealize Operations for the
First Time

Armed with the knowledge of vROps sizing and architecture, it’s time
to begin installation.

The vROps Manager deployment guide offers pages of installation
prerequisites that you should be aware of if you're deploying it into
a production environment. It’s always recommended to have the
latest version of the ESXi and vCenter before you deploy the latest
version of vROps.

Keep in mind that, unlike a traditional Windows application, with the
VvROps virtual appliance-based deployment model there’s no need to
do things like create a new VM, buy a Windows Server OS license, install
Windows, create a new table and user on your SQL Server, install the
Windows-based management application, connect it to SQL, and so on.

Deploying the vRealize Operations Appliance

There are a few different ways to go about downloading and deploying
the vROps appliance. For those new to vVROps, I recommend that you go
here: https://www.vimware.com/go/vrealize-ops-dl-en

It will bring you to the VMware vRealize Operations evaluation center,
where you can sign up for a free, 60-day fully-functioning license
for vROps.

Existing VMware customers can go to the VMware download center and
download the vRealize Operations OVA directly from there. If you’re

1 https://kb.vmware.com/s/article/2093783
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licensed for vROps, you’ll need to enter your license key after deploy-
ment. (We’ll cover where to enter your license later in this chapter.)

Once you’ve downloaded the vROps virtual appliance, you can go to the
vSphere Client, Hosts and Clusters, then right-click on your Virtual
Datacenter or Cluster and click Deploy OVF Template, as shown in
Figure 2-4).

This will bring up the Deploy OVF Template wizard to walk you through
the process. It’s here that you’ll specify the OVA file you downloaded
from VMware.com (Figure 2-5).

After that, you’ll be walked through the deployment wizard, starting
with giving the VM a name and selecting where you’d like to deploy it
(Figure 2-6).

vm vSphere Client

8 9@ [ Cluster-1 | actions
: veen Monitor Config
GEEIC @ Actions - Cluster-1 = 1
. Hil
II._.!-l ﬂ Add Hosts._ L Total Processor|
" . E Total vMotion M
* 1 - -
(1 New Virtual Machine 2 B
_ ] 8§
® New Resource Pool .. 3
{ {3 Deploy OVF Template.. {3
f
{ 3B New vApp
f Storage >
! bjects
Host Profiles 4
ﬁ center
d Edit Default VM Compatibility
ts Assign License.
I
A
Settings H
Figure 2-4
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Deploy OVF Template

elect an OVF template Select an OVF template

2 Select a name and folder Select an OVF template from remote URL or local file system

3 Select a compute resource
Enter a URL to download and install the OVF package from the Internet, or browse to a

4 Review details

5 Selact storage location accessible from your computer, such as a local hard drive, a network share, or a
CD/DVD drive

' URL

6 Ready to complete

® Local nie

Choose Files | vRealize-Opera_949_OVFI0.ova

CANCEL
r)
Figure 2-5
Deploy OVF Template
+ 1Select an OVF template Select a name and folder
Specily a unique name and target location

3 Select a compute resource

4 Review details Virtual maching name: vRealize-Ops-7.5

5 Select storage

6 Ready to complete Select a location for the virtual machine

w [ veenter company pri
> [ Hilton Head, SC
CANCEL
4

Figure 2-6
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Deploying OVAs over Slow
WiFi or a WAN is a No-No

If you ever do download an OVA file (for any

virtual appliance) and try to deploy it using ‘.f"l
the vSphere Client (Windows or web), make QQ
sure you have a good connection. In the past, SCH 0 O\Q‘

I've struggled trying to deploy an OVF over a

WAN or slow Wi-Fi and had to troubleshoot nu-

merous FAILED error messages. Eventually I discovered that when I connect
via reliable Ethernet to the same network that the vSphere infrastructure is

on, the errors simply disappear.

If you can’t do that, try creating a Windows VM in the vSphere infra-
structure, connecting to it via RDP, downloading the OVF file to that
Windows VM (because it’s on the same network as the vSphere infra-
structure), and then deploying the OVF file from there.

Deploy OVF Template

+ 1Select an OVF template Select a compute resource
v 2 Select a name and folder  Select the destination compute resource for this operation

3 Select a compute resource|

Compatibiity

+ Compatibility checks succeeded

CANCEL BACK
4

Figure 2-7
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Next, select the virtual infrastructure resource where you’d like to
deploy the virtual appliance (Figure 2-7).

Next, you’ll have a chance to review the details of what you’re about
to deploy (Figure 2-8), including the version of the vROps and the
required disk size.

Deploy OVF Template

+ 1Select an OVF template Review details
« 2 Select a name and folder Verity the template details.

+ 3 Select a compute resource

4 Review details

Publisher WMware\, Inc. (Trustea certilicate)

Product vReal ations Manager Appliance

Version 750

Vendor VMware Inc

Description Jperations Manager Appliance Version 7.5.0 running on SLES 11

Download size | 2.4 GB
Size on disk 8 GB (thin provisioned)

274.0 GB (thick provisioned)

CANCEL BACK NEXT

4

Figure 2-8

Accept the VMware end user license agreement by clicking Accept and
then Next.

Now select the size of your virtual infrastructure, based on the sizing
information discussed earlier in this chapter. Sizes range from extra
small to extra large. As we saw, this will determine the resources that
will be allocated to the VM once it’s deployed.

Select the datastore where you'll install vROps, the virtual disk format,
the VM storage policy (if applicable), and click Next (Figure 2-9).
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Deploy OVF Template
+ 1Select an OVF template Select storage
+ 2 Select a name and folder  Select the storage for the Configuration and disk files
+ 3 Select a compute resource
+ 4 Review details O
+ 5 License agreements
+ 6 Configuration

VM Storage Policy Datastore Default v

8 Select networks

Select virtual disk format Thin Provision

Name Capacity Provisioned Free Tve
9 Customize template —
3 esxtdst 27125 GB 14168 26084 GB -
10 Ready to complete
3 esx2-a81 27875 GB 153 6B 2772268 v
5 esx3ast 27875 GB 412GE 2746368 w
:J ISCSI-SAN-LUN-1 9975 GB 109.34 GB 7869 GB ALY
& nFsNas 78578 2478 61778 NE
iJI vsanDatastore 18278 5844 GB 176 1B wvir
‘ Vv
Compatibility

+ Compatibiity checks succeeded

CANCEL

Figure 2-9

Next, select the network to which the vROps VM will connect
(Figure 2-10).

Deploy OVF Template
+ 15elect an OVF template Select networks
+ 2Selectaname and folder  Select a destination NETWOIK for §ach SOUFCE NEtwork
« 3 Select a compute resource
+ 4 Review details Source Network T Destination Network Y
+ 5 License agreements Metwork 1 VM Network =
+ 6 Configuration — ==
1iems
+ 7 Select storage
ect ne
9 Customize template IP Allocation Settings
10 Ready to complete
1P allocation Static - Manual
IP protocol IPvs
CANCEL NEX
4

Figure 2-10
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Next, you have the chance to customize the template that will be used to
create the VM (Figure 2-11). This includes the time zone and any static
IP network settings you want to use. If you’ll be using this in a produc-
tion or lab environment, using a static IP address is recommended.

Deploy OVF Template

+ 1Select an OVF template Customize template
+ 2 Select aname andfoider  Customize the deployment properties of this software solution.

+ 3 Select a compute resource

+ 4 Review details “ User Settings Please add the 2 settings

¥ & License agresments amount of disk space required

v 6 Configuration Ibefore powering up the node.

+ 7 Select storage

+ B Select networks Timezone satting

M s customize tempiate Select the proper fimezane setting for this VM or keave default ELAUTC

10 Ready to complete

US/Eastern

Ve
Use IPVE. If IPVE is not available configuration will not succeed
- Networking Properties & settings

Default Gateway
The default gateway address for this VM. Leave biank (f DHCP is desired.
192.168.11

Domain Name

The domain name of this VM. Leave blank if DHCP Is desired

CANCEL BACK

4

Figure 2-11

Finally, review everything and, if correct, click Finish (Figure 2-12).

After a few minutes, you should see the new vROps VM deployed on the
new host or cluster specified. After you power on the VM and a minute
or so has passed, you can go to the vROps console. It will look very
similar to Figure 2-13.

As you can see, it directs you to the URL for the vROps appliance.
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Deploy OVF Template

+ 1Select an OVF template Ready to complete
w 2Select a name and folder  Click Finish to start creation
+ 3 Select a compute resource
+ 4 Review details

+ 5 License agreements Provisioning type Depioy from temeiate
+ 6 Configuration Mane
v 7 Select storage

+ 8 Select networks

Template name -Manager-Appliance-7 5.0.13165949_OVFIO

+ 9 Customize template Download size 246GB
10 Ready to complete
Size on disk 8GB
Foider

Resource

Storage mapping

All disks e: NFS-NAS; Format: Tl

Network mapping

Netwark 1 VM Network

IP allocation settings

1P protocol Pv4

1P allacation

Figure 2-13

Figure 2-12
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Performing Initial Configuration

Pointing your web browser to the correct URL will bring you to a screen
that looks like Figure 2-14.

Asyou can see, the three options are to perform an express installation,
anew installation, or expand an existing installation.

Get Started

vRealize Operations Manager Initial Setup
Welcome to vRealize Operations Manager.
Choose one of the options below to get started.

EXPRESS INSTALLATION NEW INSTALLATION EXPAND AN EXISTING INSTALLATION

Figure 2-14

vRealize Operations New Cluster X

Manager Initial Setup
Create a new vRealize Operations Manager cluster with this node as the master node,
Use this option when installing for the first time.

1 Getting Started

Startup Product
aoe
fi= 1
Set Administrator Product -
Password License i =
Install &
Configure
Solutions

Figure 2-15
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In our case, we will choose the express installation to get VROps up
and running as quickly as possible; if you'd like to see every additional
installation option, choose the new installation. If you already have
an existing installation, you’d choose to expand that existing instal-
lation to add greater scalability or high availability to your pre-exist-
ing cluster.

Choosing the express installation begins the three steps of the vROps
Manager initial setup wizard, which is initiated by clicking Next
(Figure 2-15).

The first step is to enter the new password for the admin account.
Keep in mind that you need to use a complex password that meets the
requirements, as shown in Figure 2-16.

After clicking Next, you're ready to complete the vROps installation
(Figure 2-17).

vRealize Operations Set the Administrator account password X

Manager Initial Setup
Set the Administrator account password for this deployment of vRealize Operations
Manager.

1 Getting Started
User name: admin

2 Set New p

Re-enter password: [Rrrreee|

CANCEL BACK m

Figure 2-16
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vRealize Operations Next Steps %

Manager Initial Setup
Congratulations! Click Finish to start the cluster and to begin configuration of vRealize

Operations Manager.

1 Getting Started
Startup Product

2 Set Administrator Password

3 Ready To Complete

il

Set Administrator Product —

Password License E =
Install &

Configure

Solutions

Figure 2-17

The additional options provide the ability to choose a custom security
certificate, configure a name for the customer master node, and enter

an NTP server address for timekeeping.

VMware™
vRealize Operations
Manager®

Local Users

admin

Figure 2-18
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Once configured, the vROps web UI displays a login screen, at which
point you can log in with the admin username and password you con-
figured (Figure 2-18).

vRealize Operations Manager deployment is now complete, leading to
the final five-step configuration wizard, shown in Figure 2-19.

vRealize Operations Congratulations on setting up vRealize Operations Manager. 7 %
Manager
Config uration m i manage performance and gain visibility across physical and
virtual infrastructure with vRealize Operations Manager,
1 Welcome
Product
=L e
Io! o= T B
nitial Setup Product Install & Configure
License Configure Default
Solutions. Policy
(Optional)
Figure 2-19

After clicking Next and accepting the license agreement, you’re
prompted to enter your product license key, shown in Figure 2-20.

You can choose either the product evaluation default; or if you’re a
licensed vROps Manager user, you’d enter your product key here.

For this tutorial, the product evaluation default was selected. One
more checkbox about being part of the VMware customer experience
improvement program, then click Next, then Finish (Figure 2-21) to
complete the installation wizard.
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vRealize Operations
Manager

Enter vRealize Operations Manager product license key

anﬁgu ration If you do not have your license key you can retrieve it from My VMware.
1© Product Evaluation (no key required)
1 Welcome
() Product Key:
2 Accept EULA
3 Enter Product License Key
cancee
Figure 2-20
vRealize Operations Ready to Complete

Manager
Configuration

Welcome

Y]

Accept EULA

w

Enter Product License Key

4 Customer Experience
Improvement Program

5 Ready To Complete

Congratulations! Click Finish to begin instaling and configuring solutions.

Product

— =T
() d. 1 2ad
Initial Setup Product Instan & Configure
License Configura Default
Solutions Policy
(Optional)

CANCEL

Figure 2-21
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Configuring the VMware vSphere
Solution

When first logging in to vVROps, you’re prompted to configure a solu-
tion. As Figure 2-22 shows, you should choose VMware vSphere and
then the vCenter Adapter instance. You're connecting vROps to the
vCenter server that’s managing your vSphere infrastructure, enabling
VROps to begin gathering performance data related to your hosts,
clusters, storage, and VMs.

Solutions T

[——

Click here to configure a soliton

Figure 2-22

To configure the vSphere solution, select the vCenter Adapter instance
and click on the gear icon inside the Administration tab and under
Solutions.

This brings you to the manage solution configuration. The first thing
to do is add a new set of credentials by clicking the Plus sign on the
right side of the credentials field (Figure 2-23).

DEPLOYING VREALIZE OPERATIONS




Manage Solution - VMware vSphere ? X
Adapter Type Description Instances Version Provided by Reset Detault Cont
vCenter Adapter Provides the connaction informatio. o 7.5.13165973 VMware Inc

Instance Settings
Instance Name T
veenter
<v +/
CLOSE
Figure 2-23

It’s here that you can add your administrative vCenter username and
password, shown in Figure 2-24.

Manage Credential

Figure 2-24
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Manage Solution - VMware vSphere T X

Adapter Type Descripticn Instances Version Provided by Reset Detault Cont.
vCenter Adapter Provides the connection informatio_ 0 7513165973 VMware Inc
+ X Instance Settings
Instance Mame T Display Name veanter
Description
veenter
P

Basic Settings

wCenter Server veenter company pri @
Cregential veante xv
vCenter Actions @

Enabie Actions @ Enable Disable

> Alternate Action Credentials (optional)

TEST CONNECTION _

» Advanced Settings

DEFINE MONITORING GOALS

Figure 2-25

With your credentials added, you next add a display name for your
vCenter server and your vCenter server’s domain name or IP address;
then click the button Test Connection (Figure 2-25).

If the test is successful, you’ll be prompted to accept the default certif-
icate (Figure 2-26).

Review and Accept Certificate X
Untrusted certificate found

Certificate Thumbprint: ccb6cd9e119325910127aed463be9412badlfedss

Issued to: C=US, CN=vcenter.company.pri

Issued by: OU=VMware Engineering, O=vcenter.company.pri, ST=California, C=US, DC=local, [
Expires: November 23, 2028 14214 PM GMT-04:00

4 »

Click Accept if you trust the certificate. Use the credentials to connect

CANCEL ACCEPT

Figure 2-26

DEPLOYING VREALIZE OPERATIONS




After clicking Accept, you should see a message like the one in Figure
2-27 that says the test was successful.

Info

Test connection successful

Figure 2-27
After you click OK, make sure that you click Save Settings before click-
ing Close to continue.

With the solution configured, you should now see that vROps is col-
lecting data from vCenter, as shown in Figure 2-28.

Solutions ?
Show: Al Solutions

Name & Description version Proviced by Licensing Adaprer Stass
g‘JMu’.;'s viphere Manages vSphere objects such as Cluste_  7.5.13165964 VMware Inc. Mot applicabile None Configured =
@ VMware viealize Assessme Management Pack for VMware vRealize _ 7.5 13165955 VMware Inc Mot applicable Mone Configured =

Configured Adapter Instances  Content

OO0 All Fiters v
Adapter Type Adapter Instance Narne Cregential name Colector Collection State Collection Statis &

Figure 2-28

It will take some time for vROps to gather all the data that it needs to
learn about your virtual infrastructure to start making recommenda-
tions for optimization; but just in the first few minutes, you’ll start
learning where your bottlenecks are and which of your VMs, hosts, and
datastores are currently under the heaviest workloads (and who those
workloads are caused by).
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Accessing vRealize Operations

Every vROps administrator should know how to access critical vROps
interfaces and how to log in to those interfaces.

Here’s what you need to know:

The vROps Web User Interface

Access it by pointing your web browser to the URL (IP address or
domain name) of the vROps VM. This IP address was either stati-
cally configured when you deployed vROps or obtained by DHCP. If
you don’t know the IP address of your vROps VM, simply go to the
console of the VM inside the vSphere Web Client.

The username for the web interface defaults to admin; the pass-
word was configured when you deployed vROps.

The vROps Administrative Interface

This is accessed by pointing your web browser to the same IP
address or domain name used to access VROps; but add “/admin”
after it, like this: http://192.168.1.221/admin

The username for the web interface defaults to admin; the pass-
word was configured when you deployed vROps.

Picted i th uE it Dipératints Makager Chiitie

...........................

Figure 2-29
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The vROps Console and SSH Access

The vROps console (Figure 2-29) is typically used for trouble-
shooting and network reconfiguration. The console is accessed
through the VM’s console in the vSphere Web Client. SSH access
may have been enabled when you deployed vROps; if not, it’s pos-
sible to enable it by using the console access through the vSphere
Web Client.

You can log in to the console using the same admin account
shown in Figure 2-30, but it’s much more useful to log in as the
root account. By default in vROps, there’s no password set on the
root; so the first time you log in you’ll be prompted to change the
password. To do so you must enter the current password. Since the
default password is blank, you can press enter to move on.

The most commonly used administrative tools inside the vROps
command-line console are in “/opt/vmware/share/vami.”

For example, vami_ config_net, shown in Figure 2-31, is used
to reconfigure networking on the vROps virtual appliance; this is
very useful if you used DHCP IP addressing when you deployed the
virtual appliance, but later want to change to a static IP address or
reconfigure the DNS servers being used.

vRealize Operations Manager fAppliance

vRealizeClusterNode login: root

Password

Password change requested. Choose a new password.
Old Password:

Hr'l_J pas U:u'-ii

Retype new password:

Password changed.

Figure 2-30
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.»~vami_conf ig net

Allocation for ethb

Enter a menu number [01:

Figure 2-31

Summary

In this chapter, you’ve learned about the vVROps architecture, how to
deploy vROps, and how to connect it to vCenter. You should now be up
and running.

In the next chapter, you'll get detailed information on how vROps is
configured in the real world regarding single sign-on, alert configura-
tion, custom policies, and more.
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CHAPTER 3

Configuring vRealize
Operations for Maximum
Effect

With vROps deployed and the initial configuration performed, you’re
ready to enable intelligent operations for your virtual infrastructure.
In this chapter, you’ll learn about some of the most common config-
urations you may want to perform beyond the initial configuration.
You’ll also learn how to configure SSO authentication, custom policies,
custom alerts, predictive DRS, automated workload balancing, capaci-
ty management, and more.

Configuring SSO in vROps

Some administrators always log in to vSphere using root or admin.
Those are the same admins who always log in to vROps using the
SuperUser “admin” account. This is a shame, because it’s so easy to
configure single sign-on (SSO) with vROps.

The benefit of SSO is that any login you can use to log in to the vSphere
Web Client will also allow you to log in to vROps. And once you log in to
the vSphere Web Client, you can use vROps without any authentication
whatsoever. This is a huge convenience.

Prerequisites for Configuring SSO

To configure SSO in VROPps, let’s first talk about the prerequisites.
These steps assume that you already have vSphere, vCenter, and vROps
Manager installed and configured.



vm vRealize Operations Manager T dasht d Alerts nwir Administration

< Back - « Cluster Management  Actions ~
4, Network Time Protocol Settings /
Solutions Cluster Status '-’ i i
Configuration © Online @ Disabled
Repository
Inventory
Policies Modaes in the vRRealize Operations Manager Ciuster
Access =
Node Name T Node Addrass ClusterRole  State Status o
Configuration
@ vRealize Cluster Node 1921681221 Master Running Online 7
Management
Certificates
Cluster Management
Collector Groups
Credentials
Global Settings
Licensing
Figure 3-1

Finally, make sure that the time on your vROps server is synced with
the time on your vCenter server. Network Time Protocol (NTP) is the
best way to do this, and configuring NTP in vROps is easy. Just go into
Administration, Cluster Management, and, on the Actions menu,
click on Network Time Protocol Settings, as shown in Figure 3-1.

If you already have an NTP server (likely configured during deploy-
ment of vROps), you can move on from here. If you don’t have an NTP
server, enter the name of your NTP server and click Add to add your
NTP server.

Next, make sure you have DNS configured for your vCenter server and
VROps server. If you don’t have DNS properly configured, you’ll get the
error “failed to retrieve single sign on SSL certificates, the host or port
is not reachable.”

Finally, note carefully the version, update, and patch levels of your
vCenter server and your VROps server. I recommend the latest ver-
sion of both.

Once you’ve met the prerequisites, you can move on to configuring
SSO. To configure SSO in VROps, go to the Administration tab, and
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Administration

«  Authentication Sources

Solutions +
Configuration

Repository

Source Display Name Source Type T Host Port Domain N
No Impert Source added

Inventory

Palicies

Access
Access Control
Authentication Sources

®
Configuration \

~ Management

Figure 3-2
under Access, click on Authentication Sources. Then, click Add to add
anew authentication source, as shown in Figure 3-2.

Note that under “source type” you can configure authentication to SSO
SAML (likely pointing to vCenter), Windows Active Directory (AD), or

Open LDAP.
Add Source for User and Group Import ? X
Source Display Name; veenter
Source Type S50 SAML
Host vcenter.company.pri Port: 443
User Name: administrator@vsphere.lc
Such as DOMAIN\username or admin@foo. co
Password:  sssssssees

Grant administrator role to vRealize Operations Manager for future configuration?
© ves No (6]

Automatically redirect to vRealize Gperations single sign-on URL?

QO ves No @
Import single sign-on user groups after adding the current source?
©Q ves No @
v Advanced
TEST “ CANCEL
Figure 3-3
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I’d recommend configuring your vCenter server to use AD authen-
tication, then configuring vROps to point to vCenter for SSO SAML
authentication. This is preferable to configuring vROps to go to AD for
authentication.

Enter a name for the authentication source (whatever you want), keep-
ing the default of SSO SAML for the source type. Then enter the vCenter
IP address or host name, username, and password. See Figure 3-3.

Next, accept the certificate from vCenter and click OK, as shown in
Figure 3-4.

Review and Accept Certificate X
The following certificate was found on the SSO server:

Certificate Thumbprint: €cb6cd9e1193259f0127aed463bed4f2badfedSs

|ssued to: C=US, CN=vcenter.company.pri

Issued by: OU=VMware Engineering, O=vcenter.company.pri, ST=California, C=US, DC=local, DC=vsphere, CN
Expires: 11/23/28

Accept this Certificate
CANCEL
Figure 3-4
Import User Groups 2 2 X
Import From: veanter v
1 Import User Groups ~ Search Gption

Domain Name: _ vsphere local

2 Roles and Objects

Result Limit: 25
SearchPrti ®
P

DCAdMins@vsphereocal
LicenseService AQministrators @vsphere loca
ActhsUsers@vsphereocal
CAROmMinsEvsphere Jocsl
SolutionUsersg@vsphere.ocal
SyncUsers@vsphere jocal
ExtemaliDPUSers@vsphere loeal
CompanentManager. Administratorsévsphere iocal
AutoUpdatedvsphere Jocal

B Administrators@vsphere jocal

DCClients@vsphere ocal

|

Figure 3-5
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Then, as Figure 3-5 shows, specify which groups you want to import.

Assign vROps roles to the user groups that you’re importing
(Figure 3-6).

Import User Groups

Select Role: Aoministrator
| 1 Import User Groups. Assign this role to the group.
Pick objects o object hierarchies o assign
2 Roles and Objects
Select Object Hierarchies Select Object.
Allow access to all abjects in the system

Group has access to all objects in the system,

CANCEL

]

Figure 3-6

In this case, we added the vCenter administrators@vsphere.local ac-
count and made it an administrator for vROps.

In production environments, you might want to create an AD group in
which you add your vROps administrators, then authorize that group
to administer or simply use vROps.

At this point, your configuration should be complete. To test it, log out
of vROps and the vSphere Web Client.

Logback into the vSphere Web Client and open the web page for vROps;
you should be automatically logged in with no authentication.

As you can see in Figure 3-7, VROps is allowing the AD admin account
to login.
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Preferences
Help

Optimize Capacity Troubleshoot About

US$80

TOTAL SAVINGS OPPORTUNITY SSUES UISING ALERTS, LOGS AND AND COMPLIANCE BY BENCHMARKS
DASHBOARDS AND OBJECT TYPES

Assess Capacity ) Alerts Compliance
L Determine if there is sulficient Troubleshoot by reviewing = Q Assess and Manage
active glarts in the system nca.

capacity in your environment, Compia

Figure 3-7

Remember: the goal of this SSO configuration is that you never have to
log in to vROps again (during normal usage), as long as you’re already
logged into the vSphere Web Client. Mission accomplished!

Understanding vROps Groups

vROps includes groups already created for you. Some of those groups
are system-defined (the adapter groups) and cannot be changed. Other
groups are user-defined and can be modified or added to.

Examples of system-defined adapter groups include Operating
Systems World, Universe, vSAN World, and vSphere World. These
groups contain objects such as the vCenter server, ESX hosts, data
centers, and so on.

Examples of the pre-defined user groups include Department,
Environment, Function, Location, Security Zone, and Service Level
Object. You should use the vROps grouping to organize the objects in
your virtual infrastructure in the way that makes the most sense to you.
If possible, use the pre-defined user groups.

However, if those groups don’t suit you, vROps group types also allow
you to create your own custom object groups, specifically tailored for
your environment. Figure 3-8 shows the creation of the Dev-Test
group, for example.
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New group 7 L X
Name Dev-Test
Group Type Emvironment Policy Keep group membership up to date

Define membership criteria

Select the Object Type that matches all of the following : o 2
criteria: Cluster Compaute Resource

Object name is HA / DRS Cluster 1 Add Reset

Add another criteria set

©bjects to always include

Objects to always exclude ¥

Figure 3-8

By choosing a dynamic group membership (“Keep group membership
up to date,” from Figure 3-8, for instance), you’re able to define a
vSphere inventory object like a folder, cluster, resource pool, or even
a virtual data center. All the objects under that object will always be
associated with the group you’ve created, whether or not they’re added
or removed. This is great for dynamically changing environments, as
most are today.

Once the group’s created, the logical inventory view allows you to
use that group for all common vROps functions, such as showing the
performance and capacity for all associated resources.

For more information on policies, group types, and groups, check
out the vROps Configuration Guide (https://docs.vimware.com/
en/vRealize-Operations-Manager/7.5/vrealize-operations-man-
ager-75-config-guide.pdf) in the vROps documentation for more
detailed information.
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Understanding Policies in vROps

Customizing the vROps configuration to your liking and the needs
of your virtual infrastructure doesn’t take long, and it’s a task every
admin needs to perform. If you don’t do it at the start, at some point,
you will likely need to do it in the future so you might as well do it at
the beginning.

If you click on Administration at the top of the vROps web interface,
you’ll be taken to the administrative interface where just about all

VROps customizations are made (Figure 3-9).

vm vRealize Operations Manager Dashboards Alerts Environment Administration

o)
MK ~] % Quick Start
Quick Start
CpStiiicrCerien Optimize Performance Optimize Capacity
Optimize Performance 0 US$80
Optimize Capacity wtmm\::(c:::;t‘m - TOTAL SAVINGS OPPORTUNITY

Troubleshoot

Figure 3-9

In the administrative interface, click on Policies on the left to configure
and customize vROps policies (Figure 3-10).

vm vRealize Operations Manager {ome Dashboard: ronme Administration

Policies

Solutions Active Policies Policy Library (

Configuration ‘ .!; @

Repository
nam{ Add New Policy Description

Inventor _
2 v [ Base Settings
Policies -
» JF Config Wizard Based Policy
Access &1 Defaun Policy

] Foundation Policy
Configuration

&7 Policy for Virtual Machines - Risk Profile 1 This policy applies
Management £ Policy for Virtual Machines - Risk Profile 2 This policy applies
£ Policy for Virtual Machines - Risk Profile 3 This policy applies
History 5 vSphere Security Configuration Guide
Support £ vsohere Solution's Default Policy (May 24, 2019 2:58:41 AM)
Figure 3-10
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What Is a vROps Policy?

A policy is a set of rules that you define
for vRealize Operations Manager to use to
analyze and display information about the

objects in your environment. You can create,
modify, and administer policies to determine
how vRealize Operations Manager displays data in
dashboards, views, and reports.

Understanding Policies in vROps

Yes, vROps continually learns about your environment and doesn’t
solely work off of thresholds, but there are some things that you inher-
ently know about your virtual infrastructure that vROps can’t know.

For example, you may have a high-priority production cluster (with
many more resources intentionally allocated) and a low priority dev/
test cluster (with many fewer resources intentionally allocated). You
don’t want vROps alerting you that you need to add more resources to
dev/test if you intentionally under-provisioned the dev/test cluster for
the workload.

Perhaps it’s more critical to be alerted to a low memory situation on a
production cluster than it is for a test/dev cluster. Or you might want to
exclude the vROps VMs from monitoring and alerting on themselves.

You can see the importance of customization. And since policies are
applied to groups, there are times when you’ll want to wait on the cre-
ation of new policies and first create a new group type and associated
groups. But if you already have a group type to which you want to apply
your policy, you can go ahead and create the new policy.
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NOTE: Be careful if you choose to modify the default policy, as you’re
modifying how vROps does its job, and the information that you see
across VROps in dashboards, reports, and views will forever be changed.

Ideally, you want to create a new policy for something such as, let’s
say, your dev/test cluster.

To do this (assuming you already had a group in mind), click on the
Policy Library tab, then the Plus sign to Create a New Policy (shown
in Figure 3-10). From there, you would give the policy a name and
description.

It’s common to create a new policy by starting with an existing policy.
The policy that you start with is called the “base policy,” as the new
policy you create inherits its settings from that policy. See Figure 3-11.

Add Monitoring Policy

L Geting Starea -

Figure 3-11

From there, as shown in Figure 3-12, you’ll associate a policy
with a group.

In this case, I associated that policy with the new “Dev-Test” group
that I created (Figure 3-12). This is called the “Monitoring Policy.”
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> 1 Gatting Started W Nama T Appiy To Group.

> 2 Select Base Polky SevTen a

Non vSAN Datastores.
> 3 Analysis Settngs

VSAN Datastores
» 4, Workdoad Automation

> 5. Colect Matrics and Properties

3 6. Alert / Symptom Dafinitions.

sancag 03 Ayiog Kady - PALIE BuRien #

7. Apply Policy 1o Groups

CANCEL I n

Figure 3-12

At this point, if you used a policy template you have the option of just
clicking Finish to complete the policy creation. Or if you want to view
or modify all the potential options for the policy configuration and
alerts, you can do so.

Policies

Active Policies  Policy Library

+ /%0 @
Name Description Last Modified
> [ Config Wizard Based Policy 6 days ago
£ Default Policy 6 days age
i Foundation Policy & days ago
I Policy for Wirtusl Machines - Risk Profile 1 This policy applies vSphere Se_ 6 days ago
LI Policy for Virtual Machines - Risk Profile 2 This policy applies vSphere Se.. 6 days ago
I Policy for Virtual Machines - Risk Profile 3 This policy applies vSphere Se_ 6 days ago
£ vSphere Security Configuration Guide 6 days ago
w [ vSphere Solution's Default Policy (May 24, 2019 2.58:41 AM) 6 days ago
& Dev Test a second ago

Details  Related Objects

Dev Test
nert From: vSphere Solution’s Default Policy (May 24, 2019 2:58:41 AM)
1 Modites By: Administrator@VSPHERE LOCAL
with ) groups G objecty
Locally Defined Settings Complete Settings Including Inherited
Metrics & Properties

Alert Definitions

Figure 3-13
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When you’re done, your new policy will show up in the policy library,
as shown in Figure 3-13.

Automated Remediation in vROps

There are many data center monitoring tools
out there that tell you that you have a prob-
lem. Remember the robot from the old sci-fi
show “Lost In Space”? It was always throw-
ing up its arms and screeching “Warning!
Warning! Danger!”

At one time, that may have been helpful (if
stressful), but our expectations and needs have
evolved. Today’s tools are able to predict problems before they happen
and tell you how to fix them before they impact your applications.
Prediction and suggested remediation are the new minimum expec-
tation. However, there are very few tools out there that will not only
predict and suggest remediation, but automate the process.

Consider a cloud analogy. Cloud management requires a tool that
knows what can go wrong in your cloud infrastructure and automat-
ically solve it for you—before it impacts applications; and, yes, even
without notifying you about it in the middle of the night. The ideal
would be for your cloud monitoring and management tool to email you
areport in the morning that says, “I fixed these problems for you while
you were sleeping, and the applications were never impacted.”

This is exactly the type of functionality that vROps Intelligent
Operations can provide.

VROps offers many different actions that can be automated without
any scripting, and without vRealize Automation. Examples include
powering on a VM, powering off a VM, resizing most VM resources,
and more. With these actions, vROps is able to prevent downtime or
application performance issues before they happen.
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vRealize Operations Automated Remediation

There are a few different ways to automatically remediate trouble
with vROps:

¢ Automated Workload Optimization. The ability of vROps to move
running VMs from one cluster to another, proactively preventing
performance bottlenecks before they happen.

¢ vROps Automated Actions. vROps can perform 20 different actions
on objects managed by the vCenter adapter. You can manually per-
form these actions or configure alerts to trigger remediation with
one of them.

¢ vRealize Orchestrator Integrated Actions. The same actions that
can be automated with vROps can also be automated with vRealize
Orchestrator, allowing you to perform more complex automations.

¢ Webhooks. By leveraging vRealize Orchestrator integration, you
can trigger an alert based on an email, SNMP trap, or REST API
notification; that alert can then perform an automated action.

Manage Solution - VMware vSphere ? X

Adapter Type Description Instances Version Provided by Reset Default Cant...

vCenter Adapter Provides the connection informatio.. 1 7513165973  VMware Inc.

+ % Instance Settings

Instance Name Display Name veenter

Description
weenter (Actions Enabled)

Basic Settings
vCenter Server veenter.companypri @
Credential veenter + /7

vCenter Actions @

Enable Actions © Enabie Disable

ternate Action Crecentials (optional

TEST CONNECTION

» Advanced Settings

DEFINE MONITORING GOALS  MANAGE REGISTRATIONS [JETNSIS (TN

CLOSE

Figure 3-15
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The first thing you need to know is that for these vROps actions to
work, the vCenter adapter must have Enable Actions set to Enable, as
shown in Figure 3-15.

In the past, you would configure the vCenter Python Adapter separate-
ly, but starting with vROps 6.6 that’s no longer necessary.

You can view the multitude of different actions that you can either
perform manually or automate by going to Alerts, Alert Settings, and
Actions, as you see in Figure 3-16.

Lanex ~] Actions
ey pop—
adert settings Actr Typa

Upsdats

upstate

Notification Settngs

Upsdate

Upsdate

Upsdate Datace

Upsdate tine, Mot Syste. 1

Upans

Upsdate

ce. Update

upstate wCenter Acapter

Upstate Moot Syste_ 2

Operations Manager b s " Environment

« @ Win-Server-2019-2  acions v
vSphere Hosts and Clusters Summary  Alerts Al Metric (¢ Delete Powered Off VM

Delete Unused Snapshots for VM

v @ vSphere World =
Recommended Actions & Move VM
v [ veenter 5
B Power OnVM
d Hilton Head, SC Datastore (1)
e Me Datastore (1) @ Set CPU Count and Memory for VM
» 3 Discovered virtual m —
o E Set CPU Count for VM ®
e Cluster-1 5
" & Set CPU Resources for VM
~ esxl.company.pri
S A W Set Memory Resources for VM
> & Ubuntul
M Set Memory for VM
> B vCsA
> @ Win-Server-20 =M Open Virtual Machine in vSphere Web Client...
A aryP = Chiects
Figure 3-17
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If you take a look at a specific vSphere object and click on the Actions
dropdown for that object, you can see the actions that apply to that ob-
ject and can be performed manually. For example, Figure 3-17 shows a
VM and the manual actions that can be performed.

To automate these types of actions, you need to modify a recommen-
dation to perform an action (remediate) instead of just recommend
remediation steps. To do this, go to the Alerts menu, then into Alert
Settings, Recommendations, and find a recommendation you want to
automate. Figure 3-18, for example, shows a pre-defined recommen-
dation to add more memory to a VM.

macx v] gecommendatlons
Al Aarts + /%2 @ { Descrintion : memary
Alert Settings Duseription + Action
Alert Definitions.
Ak mory resenBOn 15 1N VTS| MACTING L5 prevent BAISONNG SNl SBDING Sot barnory Basonn,
Symptom Dehm(-cns/
Recommendations Add more hosts Lo the custer 1o incraase memory capacity
Actions
Add mare memary for this virtual machine Set Memorny for VM
Notification Settings

In this case, there’s a pre-defined action as well to add more memory
to the VM to automatically remediate the memory contention issue
and resolve application slowness. See Figure 3-19.

Edit Recommendation 7 X

Enter recommendation text and optionally assign an action to this
recommendation

&

Add more memory for this virtual machine

Select the action to run as part of the recommendation. (Optional)

Adapter Type: vCenter Python Actions Adapter

Actions: Set Memory for VM

Figure 3-19
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Automated remediation takes alert recommendations (which already
exist in your vROps installation) and allows you to turn on an action
to take that supersedes the recommendation. (Note: for the automated
remediation to be successful, you must have set Automate to Local, for
the alert.)

When automated actions kick in, they’re displayed under
Administration, History, Recent Tasks.

While drinking your coffee in the morning, you can look in Recent
Tasks to find out everything that vROps resolved for you while you
were sleeping.

Configuring Alerts

According to the vROps documentation, vROps Alerts are events that
occur on the monitored objects when data analysis indicates deviations
from normal metric values, or when a problem occurs with one of the
vRealize Operations components. In other words, alerts are things you
need know about.

VvROps Alerts come in three flavors:

e (Critical
¢ Immediate
e Warning

9 All Alerts ! -

Group By Criticaity Statur - Acte A3 FRers v

exsicainy bt R Crvatedn + s
S24/18 318 AM
52418 314 AM
524715 330 AM
524719 330 AM

5/24/19 30 AM

S/24/19 390 AM
i waming ©

Figure 3-20
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Critical alerts should be acted upon immediately; immediate alerts
(somewhat counter-intuitively) should be acted on “as soon as possi-
ble”; and warning alerts should be checked “when you get time.”

Alerts are visible in a few different areas in vROps. The most obvious is
the main Alerts menu, as shown in Figure 3-20. Another place to see
alerts is from the Operations Overview, as you can see in Figure 3-21.

nack ~ Operations Cverview 4 Do » i) 5

Gasnboaas —— & Sumenary
Gatting Startea
. 1 2 3 8 6 2 3
Seperts

P —— Cummative Up-tine of ol Chasters i sected D) Aart Vo s sebected £€)

= caman | vonn -~ Hiton Head, 5C &s

x
n g el
Hiton Head, 5C 2 3 - T, o &
: T
o e °
Scmn @ mmmeen
w
1

Top-15 uM Experiencing P Contestio Top-15 VM Expariencing Memcry Comtentien

p— coecn pr— -

T = O -

[o: ] csa O 0

[ oz O <

Figure 3-21

VROps comes with many different alerts preconfigured. Under the
Alerts menu, then under Alert Settings, you’ll find Alert Definitions.

ek ~| « alert Definitions r
All Adeets + /X2 @ Al Filters +
Alert Settings / Hama + Adapter Typs  Object Ty Alest Type. AlsrtSubtype  Crimculty | mpact Dafinad By
Alert Definitions
- A fatal error ocurmed on a PCle bus during  wCenter Host Horcware  Avalabiity ) & Heath wCenter
pion) Do system reboot Adapler Systemn (O30 Adapies
Actions & fatal memony eror was detected st wlenter Hast Hardware Avalsbiity  f) @ Heaith wCenter
systeem Boot tene Agaprar sy oSy adapra

Notification Settings

g o and It i 1aikng 10 waeaize vReaze  Appacatien  Pertormance @vosn  wReakzo
jects. I HA is disabled. il will  Operations Operat Gperations
ce and cause some Adapter Chuster Adapter

A PCle error oocurred during system boat,  vOenter Hast Harcware Avamaniity @reath  wCentar
1 a1

A futai mrror oorred on & PCle bus during system reboct

Description: A fatal error was detected an a Peripheral Component interconnect Express
boot. Typically, this problem is caused by faulty hardware. The bus is faulty a
havior. The device. bus number, vendor name. and other device-related infor
tom details

Base Object Type:  Host System

rireg the previous re
use unstable system be-
#d appear in the symp-

Impact: @ Health
J - A rrties

Figure 3-22
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There, you can see all the predefined alerts; customize those alerts;
and create your own custom alerts.

Reacting to Alerts

It’simportant to know the different actions that you can take when you
receive an alert. vVROPps is typically very helpful in resolving alerts by
explaining the problem, offering metrics to support its analysis, and
providing recommended actions to remediate the issue (Figure 3-23).

mack ~] = @aAlAlerns i
Actiens v | Group By Criticalty St AT Al Filters

~ QA Critical @

@ Group population heatth i degraced

it
aithy and causing group heamn

Recommendations
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Actions Trigaered On: vSAN Data

Notification Settings

stores

Start Time: /2419 318 A
M

Update Time: /24719 31
BaM
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Adert Type: A

Adart Subtype: Per

i Waring @

e

Figure 3-23
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"
i Update Time: /2419 31
@ Overst naa - pn . aues al
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Figure 3-24
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If you select an alert in the Alerts menu, you can take ownership,
cancel the alert, suspend the alert, go to the alert definition, or release
ownership (Figure 3-24).

Predictive DRS

Back in vROps 6.4, VMware introduced predictive distributed resource
scheduler (pDRS). What does pDRS do that DRS doesn’t?

If you’re a typical vSphere admin, it’s likely that you already use DRS
in your vSphere infrastructure, and it’s equally likely that you love it (I
know I do). You may think that DRS is already perfect (and I agree, it’s
pretty cool); but what if DRS had the information it needed to actually
predict the needs of your applications? With that, your applications
can achieve the fastest performance possible and your vSphere in-
frastructure can have the fastest workload balancing ever. Would that
interest you?

vSphere and DRS have been working together since vROps 6.2, when
Intelligent Workload Placement with DRS was announced. With
Intelligent Workload Placement, vROps helped to rebalance VM work-
loads across clusters.

With Intelligent Workload Placement installed, you may think that
DRS doesn’t need any help balancing workloads within a cluster; after
all, DRS already does its job very well. But let’s look at the different
approaches DRS has available to it.

Traditionally, DRS has worked by reactively balancing workloads
when applications (running on VMs) aren’t getting the resources
they need. DRS analyzes the resources allocated (CPU and memory)
and looks to see if those resources are continuously available; if they
aren’t, it moves that VM to a host that has those resources available.

While this works well in most cases, there is the potential for contention
and, thus, negative application performance impact (albeit very short).
DRS is included with vSphere Enterprise Plus and vSphere Platinum.
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The next step from reactive is to balance, which is the Intelligent
Workload Placement approach discussed earlier. With the balance
method, vSphere DRS and vROps begin working together.

This is an improvement over the reactive method, because vROps
is working at a higher level than DRS to analyze performance across
multiple clusters. While this is by itself better than DRS, the downside
is that it comes with high overhead and doesn’t do anything to prevent
application performance issues and contention before it happens.

Enabling Predictive Distributed Resource
Scheduler (pDRS)

Thus, neither reactive nor balanced can promise elimination of
application performance issues. While they typically fix application
performance issues very quickly, there’s no guarantee that they will;
in addition, there’s no proactive diagnosis and prevention of problems
before they happen.

Predictive DRS does exactly this, helping the admin get out ahead of
their infrastructure (Figure 3-25). With minimal overhead, pDRS pre-
dicts what resources each VM will need that day using the past resource
consumption of each VM as a guide to future needs.

It combines that predictive ability with the knowledge of what VMs
are on each host and the resources that each host is able to contribute.
vROps makes these predictions using its dynamic thresholds. The
great thing about these dynamic thresholds is that they’re tailored to
each individual VM and application.

Figure 3-25
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Edit Cluster Settings ~ custer x

vsphere ORS D)
Automation Additional Options Power Management Advanced Options

Automation Level Fully Automated
DRS automatically places virtual machines onto hosts at VM power-on, and
virtual machines are automatically migrated from one host to another to

optimize resource utilization

Migration Threshold § Conservative : Aggressive

DRS provides recomr s when arer ¥ imbalanced.

This threshold is suggested for envirenments with stable workloads. (Default)

I Predictive DRS | @ Enable I

Virtual Machine Automation [ Enable

CANCEL oK

Figure 3-26

To enable pDRS, log into your vSphere Web Client (not vROps), go to
your Cluster Configuration tab, click Edit, enable vSphere DRS and
check the box to Enable Predictive DRS (see Figure 3-26).

Next, navigate to the Administration menu in vROps, then to Solutions.
Edit your vSphere Solution, then under the advanced settings, enable
the vCenter adapter to Provide data to vSphere Predictive DRS, as
shown in Figure 3-27.

Each hour, predictive DRS will combine its knowledge of the environ-
ment combined with the historical resource utilization of each VM,
then take action to ensure that the VMs receive the resources they need
before they’re needed. The end result is that your critical applications
never get the chance to suffer performance degradation.

Automated Workload Optimization

Announced with vROps 6.7 was a new automated capacity management
feature called automated workload optimization (AWO). You might be
thinking, “Wait! Doesn’t DRS automate the balancing of workloads
in vSphere?” The answer is that yes, DRS automates the balancing of
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Manage Solution - VMware vSphere X

Adspter Type Description Instances Version Provided by Reset Default Cont..

vCenter Adapter Provides the connection informatic.. 1 7.513165973  VMware Inc.

+ X Instance Settings

Instance Name T Coflectors/Groups Default collector group @

weenter (Actions Enabled) Auto Discovery true @
Process Change Events true @
Enable Collecting vSphere Distributed Switch  true @
Enable Collecting Virtual Machine Folder true @
zl;:sl: Collecting vSphere Distributed Port true
;4:::1: Number Of Virtual Machines — ©

I Provide data to vSphere Predictive DRS true ~ @

Enable Actions
Cloud Type Private Cloud @
vCenter ID 4 @

DEFINE MONITORING GOALS  MANAGE REGISTRATIONS [EERVERRILTEE)

CLOSE

Figure 3-27

workloads (although, technically, it doesn’t balance at all; it ensures
that workloads get the resources that they need).

Unlike DRS, which works within vSphere clusters, automated work-
load optimization automates the optimization of workloads between
vSphere clusters. Thus, to leverage AWO, the first requirement is
having multiple vSphere clusters.

Ilike to say that DRS works intra-cluster, and AWO works inter-cluster.

How Does Automated Workload Optimization
Work?

You’ll find Workload Optimization on the VROps Home screen, under
the Optimize Performance section. See Figure 3-28.

New in vROps 7.5, you now have the option to edit both Operational
Intent and Business Intent. In the past, Operational Intent was simply
called “Placement Settings.” By editing the Operational Intent you can
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specify if you want your workloads balanced across clusters or consoli-
dated in as few clusters as possible. It’s here that you can also configure

the cluster headroom.
unx =] Warldesd Optimization E 7
e i e o

1 Veae Bamairiey

Figure 3-28

Edit Business Intent T %

Move VMs to either clusters or hosts with matching tags

Clusters Hosts

ENABLED DISABLED
[} @]

Select the criteria you would like to use for placement of VMs. This will ensure VMs are mapped to the
appropriate clusters if moved. Only one category can be prioritized at a time. VM with higher priority
tags will be moved last.

CLEAR ALL TAGS

>  Operating System

»  Environment

> Tier

»  Network

» Other
ADD NEW CATEGORY
Figure 3-29
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The new Business Intent, shown in Figure 3-29, allows you to create
simple or complex rules defining how you would like VMs mapped
to hosts or clusters: based on OS, environment, tier, network, or

custom tags.

Once you have multiple clusters managed by vROps, you can choose to
Rebalance Clusters manually (Figure 3-30), configure rebalancing on
a Schedule, or make workload balancing Automatic.

Rebalance Clusters

BEFORE
1 Compare Cluster Baunce.

e Name & CPU Workisad % Moy Waskisad X | 8

- —
Qoo NN 77 W

Figure 3-30

The ultimate goal is to go from clusters that aren’t optimized to clus-
ters that are continuously and automatically optimized, as you see in

Figure 3-31

Are your workioads optimally placed? | Schedusd

Status: | Not Optimized

OPTIMITE NOW SCHEDULE

Figure 3-31
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Figure 3-32

Maximizing Capacity Analysis with
VROps

While many admins begin analyzing capacity using the Asseses
Capacty option on the Quick Start dashboard, it’s the the Utilization
Overview dashboard in vVROps (Figure 3-32) that offers a host of valu-
able metrics:

e Total environment capacity
¢ Used capacity

¢ CPU capacity trends

¢ Memory capacity trends

e Disk capacity trends

¢ Predict how much time remains before your most critical resourc-
es are depleted

By drilling down into a specific cluster, you’ll move down into the
environment level; from there you can drill even deeper. For example,
check out the workload analysis of the cluster in Figure 3-33.
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Figure 3-33

This drilldown can be done for a specific host, VM, or datastore. For
example, Figure 3-34 shows the capacity remaining for a specific VM.
In this case you should be concerned, since just 35 days remain until
memory runs out in your vCenter Server VIVL.

 macx “ & veentercompanypr  acton ~ @ Hvsohs it Patey (Ape 17, 30 500008 7
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VvROps can show the capacity and time remaining for any object it
manages, including clusters, hosts, datastores, and VMs. It will pro-
actively alert you should the capacity and time remaining fall below
predetermined levels.
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Maximize Troubleshooting with vROps

While vROps does its best to predict and prevent problems before they
happen, it’s likely that at some point you’ll need to use vROps to trou-
bleshoot your vSphere infrastructure.

To that end, vVROps constantly applies performance analysis to identify
bottlenecks. As you can see in Figure 3-35, vROps offers troubleshoot-
ing dashboards for clusters, datastores, hosts, VMs, and vSAN, in
addition to the ability to troubleshoot via log data.

Dashboards

Capacity Allocation Overview  actions ~ Al Dashboards w

=) capacity & Utilization
=] Configuration & Compliance
=) Operations
Optimize
|| Pertormance Troubleshooting
vRealize Assessments

Allocation Summary

vCenter Server(s) Datacenter(s)

1 1

» Troubleshoot a Cluster

® e

3 Troubleshoot a Datastore
) Troubleshoot a Host

5]

e Ml vRealize Automation
24 con 50 VRealiza Oparations » @ Troubleshoot a vM
& Troubleshoot vSAN
(& Troubleshoot with Logs

&) Getting Started

X L o&o&

WUJ\‘.-L,«'..I,’\JL‘,M.M\—UMLT.

Figure 3-36
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Figure 3-36 shows how easy it is to use the Troubleshoot a Cluster
dashboard. It enables you to quickly identify the type of contention
faced by each VM in the cluster.

Besides the troubleshooting dashboards, the real power of vROps
shines through when you realize how often the vROps Smart Alerts are
able to point you to the root cause of an issue and provide recommen-
dations for remediation so that you can quickly resolve any trouble that
might occur.

vSAN Management

In the past, vROps was capable of analyzing vSAN, but only when
you installed the vROps Management Pack for vSAN. vSAN manage-
ment has been included since vROps 6.6, but it must be activated and
connected to vCenter. Note that vVROps Standard edition includes the
vSAN Overview and Migration Dashboards, whereas vROps Advanced
and Enterprise include additional vSAN-related features such as vSAN
What-If Scenarios, vSAN-Aware Workload Balancing, and vSAN
Performance, Capacity, and Troubleshooting.

{wmx  ~] <« Repository
Salutions VMware Native Management Packs

Configuration

Repository
Inventory @ II II Il
Policies
Access @ vMware vSAN @ VMware vRealize Log Insig.

Varsion 75013185062 \arsion 7.5, 3165958
Configuration R I e
Managemant
ACTIVATED ACTIVATE ACTIVATE
D

History

Support
® ®

@ vmMware vRealize Automat... @ vMware vRealize Assessm... @ vMware vRealize Applicati..
Version 7 51165957 Versian 7513165555 Version TEBSSTY

Figure 3-37
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To activate and connect the vSAN management pack, go to the
Administration menu, then to Repository; select Activate VMware
vSAN Management Pack (Figure 3-37).

From there, confirm that you do indeed want to activate the vSAN
management pack by clicking Yes; after a few minutes of installation,
the vSAN management pack will be ready to configure.

Administration

BACK i “  Solutions
- Solutions / Show: All Solutions
CenaRation Name 4 Description Version
Repository
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Access ©VMware vRealize Assessments  Management Pack for VMware vRealize Assessm..  7.513165955
Configuration 1
Management
Configured Adapter Instances  Content
Histary -
W@ cow=
SlpHort /mw Configure | Adapter Instance Name Cradential name Callector
VSAN Adapter Not configured N/A N/A
Figure 3-38
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Adapter Type Description Instances Varsion Provdedby  Resst Defautt Cont..
VSAN Adapter VSAN Adapter o 7513165962  VMware inc

Instance Settings

Inatance Name + Display Name veenter

Description

voenter

veenter company pri @

veenter + 7

TEST CONNECTION

v Advanced Settings.

Collectors/Groups Default collector group @
Auto Discovery true @
Enable SMART data collection false [6)
vCenter ID @
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Figure 3-39
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Next, click on the Solutions, Configuration, then on the VMware vSAN
solution, select the vSAN Adapter and click the Gear icon, as shown in
Figure 3-38.

Next, you’ll add your vCenter Server Hostname and Credentials to
connect to your vCenter server, as shown in Figure 3-39.

After you get a successful test of the connection and credentials (by
clicking Test Connection), make sure that you click Save Settings.

At this point, vROps will begin gathering statistics from your vCenter
server related to vSAN; then you’ll quickly start seeing some very in-
sightful statistics and recommendations from vROps.

vSAN Dashboards in vRealize Operations

VvROps offers a number of dashboards, including:

¢ VSAN Capacity Overview

e Migrate to vSAN

¢ VSAN Operations Overview

e Troubleshoot vSAN

Figure 3-40 displays the vSAN Operations Overview Dashboard.

These dashboards are invaluable. They allow you to plan capacity across
multiple vSAN clusters, optimize vSAN clusters, prevent vSAN trouble
before it happens; and, if needed, troubleshoot vSAN (Figure 3-41).
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Summary

In this chapter, you’ve learned how to configure the most common
VROps features and how to maximize your vSphere infrastructure using
VvROps features like predictive DRS, vSAN management, and powerful
capacity dashboards.

With the latest version of vROps, even more powerful features have
been released. In the next chapter we’ll dive into the latest vROps fea-
tures that will allow you to enable a self-driving vSphere infrastructure.

Drive on!
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CHAPTER 4

Maximizing vRealize
Operations

To get the maximum power of vROps, make sure you read this chapter
completely. With vROps 6.7, VMware brought “Self-Driving Operations
for the Data Center,” and with subsequent releases of vVROps—7.0 and
now 7.5—VMware has taken this to a whole new level. What does this
mean for you?

VMware says that the self-driving data center brings “Continuous
performance optimization based on operational and business intent,
efficient capacity management, proactive planning, and intelligent
remediation.”

The goal for the self-driving data center is to provide a unified man-
agement platform so that the IT organization can optimize, plan, and
scale the software-defined data center and multiple cloud deploy-
ments, from the applications to the infrastructure.

Before we jump into the latest enhancements with vROps 7.5, let’s first
do a quick review of the major new enhancements in vROps 6.7, as there
are some important features included that you need to be aware of.

Review of vRealize Operations 6.7
Features

Imporant vROps 6.7 enhancements included:

High speed installation—while we used the traditional method of
downloading the vROps OVA file and then deploying the appliance to



your cluster, this new feature allows you to have vCenter download
VvROps for you and deploy it directly, saving you significant time.

In fact, if you’re running vCenter 6.7 or greater and don’t have vROps
installed, vCenter will prompt you to install it (as you see in Figure 4-1).

vRealize Operations

@ vRealize Operations is not present!

Why da | need vRealize Operations?

Cloud Panning, capacity aptimization and comedlance:

Automated and prosctive worldoads management
and many more!

VIEW ALL USE CASES

R | covrom axsri morance

Figure 4-1

vRealize Operations

(#) vRealize Operations is not present!

) Installation of vRealize Operations in progress!

Recent Tasks  Alarms

Task Name v Target v Stus
Depioy OVF template [J vROps-Autolinstall-nstance o 9
Figure 4-2
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Figure 4-3

vRealize Operations plugin for vCenter—vROps is automatically
integrated in the vSphere Client such that the vROps plug-in overview
dashboard is available from the vSphere Client Home screen.

The vRealize Operations within vCenter
plugin provides you with six new dash-
boards directly inside your vCenter Ul
(Figure 4-4).

The end result is that you get all the
goodness of VROps in your vSphere
client, helping you be more productive
than ever.

Cost savings assessment with auto-
mated optimization—view total cost
of ownership and get detailed insights
on potential cost savings from recla-
mation, and analyze optimum densities
for the future.
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vCenter
Overview
Cluster View

Alerts
vSAN

Overview
Cluster View

Alerts

Open vRealize Operations
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How much you can save? Total Reclaimable Capacity
Resource Reclaimable Capacity
L 1
G @ 77 vMms & cru 28 vCPUs
US$10,877/mo. Wihiedamde @5 memary 209568
Cost Savings
: B pisk space 148 1B
Figure 4-5

Figure 4-5 shows an example of the kind of savings opportunities
presented. As you can see, cost data is directly correlated with capacity
analytics to ensure that you intelligently reclaim capacity when it’s
not needed.

After getting an idea of which data centers to prioritize and potential
cost savings (Figure 4-6), you can easily automate optimization
actions. This includes reclamation, right-sizing and automating
workload balancing to reduce license costs, as well as densification to

Optimization Recommendations
¥You can reduce waste by reclaiming unused You can consolidate workloads to maximize
resources utilization and potentially free up
@ $22,789 /mo. E 8 hosts (2)
Potential Savings
VIEW RECLAIMABLE VMs VIEW OPTIMIZATION
Edit Optimization Settings Policy Name: Default Policy
Workioad Optimization Chuster Headroom Tag Placement Schedule
Balance Neutral Consolidate
" Avosd Performance lssues o Avoid Performance lssues o Avoed Performance lssues
+ Balance Workloads « As Few Moves as Possible v Consolidate Workloads
Figure 4-6
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reclaiming resources OR days by purchasing hardware

CPU: 14 vCPUs CPU: 1886 GHz

Memory: 17 GB Memory: O KB

Disk Space: 1.04 TB Disk Space: 0 GB

RECLAIM RESOURCES

Figure 4-7

consolidate workloads into minimal clusters while assuring that you
meet goals for performance, target utilization, and defined intent.

The new capacity analytics engine is able to view historical trends and
predict the most constrained resources such as CPU, memory, and
disk space. It can also give recommendations to either reclaim unused
capacity or even add capacity (Figure 4-7).

What-if scenarios for private and public cloud workload distribu-
tion—as shown in Figure 4-8, you can determine if VMware Cloud
on AWS or AWS EC2 would be a lower-cost option for running your
workloads.
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New vRealize Operations 7.0 and 7.5
Features

With vROps 7.0 and 7.5, the focus has been on driving real business
value from the self-driving features of vRealize Operations. Here are
some of the top new features:

Enhanced user interface—With an updated UI that makes vROps
easier to use, you’ll be more productive. The new UI includes a use
case and persona-based “Quick Start Dashboard” to help you quickly
perform operational tasks. It also includes updated workflows for
enterprise-wide troubleshooting with metrics and logs. Figure 4-9
shows the new interface.

Fully automated workload balancing based on business and oper-
ational intent—With the new Automate button, vRealize Operations
will automatically search for optimization opportunities across
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multiple clusters and execute accordingly (shown in Figure 4-10 and
Figure 4-11).

Automated host-based placement, driven by business intent—This
provides the ability to automate DRS based on business intent. This

can be used for license separation, compliance, tiering, and more
(Figure 4-12).

Optimization Recommendation

Status: ( Not Optimized

N> g¥- [

.1 You can optimize your datacenter by moving workloads to avoid
performance issues and resolve tag viclations, v

OPTIMIZENOW  SCHEDULE AUTOMATE

Figure 4-10
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Turn On Automation

Turning on automation will allow the system to optimize your datacenter by

ic}

continuously looking for optimization opportunities.

Any scheduled optimizations will be disabled during the time.

Figure 4-11

>

Edit Business Intent
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Clusters
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@)

CLEAR ALL TAGS

Operating System

Environment

Tier

MNetwork

Other

Hosts
ENABLED

@

Select the criteria you would like to use for placement of VMs. For host-based placement, only one
category can be used at a time. This will ensure VMs are mapped to the appropriate hosts if moved.

ADD NEW CATEGORY

Figure 4-12
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vSAN-aware workload optimization—This provides placement opti-
mization for vSAN workloads using storage intent definition and stor-
age aware workload placement that is Resync, slack-space, and storage
policy-based management (SPBM) aware (Figure 4-13).

Allocation and demand-based capacity management—This gives you
the ability to calculate capacity remaining based on multiple capacity
models—either demand or allocation. It also allows you to determine
the number of VMs remaining based on custom profiles (Figure 4-14).

Allocation and Demand based Capacity Management
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Figure 4-14
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What-if analysis with multi-cloud migration, hyperconvergence,
and physical infrastructure planning—This multi-cloud compar-
ison includes VMware Cloud on AWS, Azure, Google Cloud Platform
(GCP), and IBM Cloud by default. You can add any cloud provider for
comparison by uploading the rate card in an easy-to-use Excel format

(Figure 4-15).

It only takes a few clicks to select all the VMs in your vSphere infra-
structure and see what it would cost to run those same workloads in the

public cloud (Figure 4-16).
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Figure 4-16
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Native application monitoring is now included—With vROps 7.5, ap-
plication agents from Wavefront (called Telegraf agents) are included
for easy application monitoring (Figure 4-17).

To manage agents, you simply deploy the Application Remote Collector
(ARC), a virtual appliance that can support up to 6,500 VMs in the
“Large” deployment configuration (more information on sizing is
available at VMware KB 67752).

After deployment, simply register the ARC with vROps and select the
vCenter servers hosting VMs with applications you’d like to monitor. At
that point, you’re ready to start deploying Telegraf. Once the Telegraf
agent is deployed, a service discovery runs to find any of the supported
applications on the VM (Figure 4-18).

Figure 4-18
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Then select the applications you wish to monitor, provide some con-
figuration details, and you’re ready to go.

Updates also include application-specific dashboards, agent lifecycle
management, and “application to infrastructure line of sight” (as
shown in Figure 4-19)

Integrated compliance—Compliance management for vSphere is in-
cluded in vROps 7.5. In addition to common compliance templates like
PCI, HIPAA, DISA, ISO, CIS, and FISMA, you’ll be able to create your own
custom compliance standards and activate automated configuration
management and drift remediation with out-of-the-box workflows
and VMware vRealize Orchestrator integration.

Compliance  Actions v

63 Q My Org Compliance 0
83 [
Non-Comphant Compliant

Object Breakdown

83/83

VIEW ALERTS
Compliance Alerts List
Group By Definition
i, ESXiHest is violating VMware vSphere Security Configuration Guide for vCenter version 6.5 or 6.7 @
> i, ESXiHost is violating DISA Hardening Guide for vSphere @

) I, ESXi Host is violating HIPAA Hardening Guide for vSphere Q

Figure 4-20
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As you might expect, these compliance workflows are completely in-
tegrated with the rest of vRealize’s Self-Driving Operations mandates,
meaning configuration changes will be interpreted in light of other
performance or capacity requirements (Figure 4-20).

If your vSphere infrastructure is out of compliance, you can have vROps
fix it for you with a few clicks.

VROps 7.5 includes a huge feature payload and a smorgasbord of us-
ability improvements—too many to list here, in fact.

One of the coolest published stats about vROps 7.x is that, according
to Forrester’s Total Economic Impact (TEI) Study, actual customers
who used 7.0 realized a 3-year ROI of more than 300%, and passed the
break-even point on their investment in less than 3 months. Those are
head-turning numbers.

What's Next?

In this book you’ve learned the power of vROps: how it works, how it’s
packaged, how it’s installed, and how it’s configured.

More importantly, you’ve learned how to maximize the power of vROps
to make the most of your vSphere infrastructure. When paired togeth-
er, the latest version of vSphere and vRealize Operations 7.5 are a data
center solution that provides powerful features like predictive DRS,
workload optimization, cost savings, and, ultimately, the self-driving
data center.
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Get Started with vRealize @
Operations Today! :

If you already have vROps but aren’t run-
ning the latest version, check out the vROps

Upgrade Center:

&

https://www.vmware.com/products/vreal- Q
ize-operations/upgrade-center.html B Rl G\—\" N

If you don’t have vROps in place already, you can sign
up for a free 60-day evaluation:

https://my.vimware.com/en/web/vmware/evalcenter?p=vrops-eval
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