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Executive Summary 
 
Disaster recovery is a critical service that is not often performed at levels 
that truly protect the business.  There are products available on the market 
that can bring to all companies – from the SMB to the enterprise – 
comprehensive disaster recovery capabilities that enable the gold 
standard in recovery – a 15-minute recovery period for all applications – 
while also being budget friendly. 
As you will learn from this report, there is ample opportunity for solution providers in the 
Disaster Recovery as a Service (DRaaS) space to help customers better understand the real 
benefits that can come from such services and to significantly improve their overall recovery 
posture. 

Here are some of the highlights from our report: 

•! 93% of respondents are either somewhat familiar or very familiar with the phrase 
“Disaster Recovery as a Service” 

•! 46% of respondents back up to a local appliance and then replicate to an offsite 
appliance; 22% still backup to tape and then store it offsite 

•! For respondents who do not currently have a DRaaS solution in place, 36% said that 
cost is the primary inhibitor to purchase; 26% said that they lack sufficient IT resources 
to deploy and manage. 17% of the respondents are currently evaluating DRaaS 
solutions 

•! Only 29% of respondents can currently recover key business applications within 15 
minutes 

•! 43% of respondents would prefer to boot critical applications from their existing 
disaster recovery site/secondary data center; only 13% would prefer to boot 
applications from a public cloud 

•! When evaluating on-demand failover sites, cost was cited by 70% of respondents as a 
top 3 decision criteria; the next highest responses were security (48%), solution 
reliability (46%), infrastructure compatibility (39%) and solution complexity (34%) 

Please note that we limited survey results to US-based companies with 100 to 5,000 employees 
only and requested that only those responsible for disaster recovery complete the survey.  Bear 
that in mind as you review the in-depth survey results. 
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Introduction 
 

ike insurance, disaster recovery is one of those IT functions that every 
company knows they need to buy, but that they hope they never have 

to use. In addition — and also like insurance — many companies don’t 
invest in disaster recovery solutions, and they leave themselves in a 
vulnerable position in the event that an incident or event takes place that 
results in the need for full business and application recovery. 
Traditionally, disaster recovery solutions have been relatively expensive to procure and 
complex to maintain. Companies have had to make difficult choices and tradeoffs around 
which applications deserved protection, even while knowing that they would prefer to protect 
all of their applications. 

Infrascale is working to enable companies of all sizes with reliable and affordable DR services. 
By providing a comprehensive disaster recovery as a service (DRaaS) product, Infrascale wants 
to bring disaster recovery to everyone in a way that is budget friendly while making it feasible 
to protect all workloads. To this end, Infrascale commissioned ActualTech Media to undertake 
a study of how organizations are currently handling their disaster recovery needs. 

The results of this survey are compiled and analyzed in this report. Here, you will learn how 
your peers are handling disaster recovery and be able to compare your own processes and 
procedures. You will also learn how Infrascale can help you tackle even the most challenging 
disaster recovery needs and achieve 15-minute enterprise-class disaster recovery for your own 
organization. 

 

Before getting fully started with the survey results, 
it’s important to understand context around 
responses. To that end, perhaps one of the most 
critical questions asked respondents to indicate 
whether or not they currently have a disaster 
recovery solution in place. A full 83% of respondents 
indicated that they do as you can see in Figure 1. 

There are two key questions that arise from this 
response: 

1.! Why are there still 17% of respondents 
without such a solution? 

2.! Are the 83% fully satisfied with the solution 
they currently have in place? 

 

Read on to learn more. 

 

L 

Yes
83%

No
17%

Do you currently have a disaster recovery solution in 
place? (N=358)

Figure 1: Current disaster recovery solutions in place 
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Understanding Disaster Recovery as a Service 
Just over one-quarter of respondents indicated that they are very familiar with the term 
“disaster recovery as a service.”   This suggests that there is significant opportunity for vendors 
in this space to continue to educate customers on the potential benefits of DRaaS. Also as 
shown in Figure 2, 66% indicated some familiarity with the term, while the rest have never heard 
the term before. In short, 93% of respondents have at least some understanding of the term. 

  

Figure 2: Understanding the term “Disaster Recovery as a Service” 

7%

66%

27%

How familiar are you with the term "Disaster Recovery as a Service" (DRaaS)? (N=352)

I've never heard this term

I have some familiarity with this term

I am very familiar with DRaaS
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Current Disaster Recovery Capabilities 
 

e asked a number of questions around respondents’ current use of 
disaster recovery and application availability tools in order to gain 

an understanding for how things look today. By establishing a baseline for 
current capabilities, it becomes possible to determine a path forward to 
improve disaster recovery services. 

 
Before that, though, it’s important to understand the primary application support goals that 
respondents have as they consider disaster recovery needs. To that end, we asked respondents 
to tell us which two applications are most critical for protection. By far, databases (54%) and 
email (44%) were identified as the applications considered most mission-critical and that 
require the most comprehensive disaster recovery features. Figure 3 provides you with an 
overview of the applications considered the most critical by survey respondents.  Please note 
that respondents were allowed to select two applications for this answer, so the percentages 
do not add up to 100%. 

W 

Figure 3: Application criticality breakdown 

12%

3%

11%

12%

16%

18%

21%

44%

54%

0% 10% 20% 30% 40% 50%

Other

HR

Collaboration/Content Management

Payroll

CRM (e.g., Salesforce.com)

Invoicing/Billing

Accounting

Email

Databases

W h i ch  ca t e g o ry o f a p p l i ca t i o ns  do  yo u  co ns i de r m o s t  m i s s i o n- cri t i ca l ?  ( S e l e ct  t w o  
a ns w e rs )  
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There are a number of ways by which applications can fail, with server host failure being a 
common occurrence.  We asked respondents to provide feedback concerning their current 
recovery processes as they pertain to server host failure.   38% of respondents indicate that they 
would perform a typical restoration process from either a disk- or appliance-based recovery 
service.  Figure 4 provides you with the full set of responses, which also indicate that there that 
there is still a significant number of respondents (16%) that continue to rely on tape as a 
primary recovery mechanism. 

 

The survey results don’t show that much of a difference based on 
the size of the company (Figure 5).  In other words, all businesses, 
regardless of size, suffer equally from an inability to failover key 
business apps in the wake of a disaster.  As shown in Figure 6, there is 
very little difference in the ability for large companies to recover in 
15 minutes when compared to small companies. 

 

 

 

 

 

 

 

 

 

 
Figure 5: Company size breakdown 

7%

13%
16%

20%

38%

7%

We would not be able to 
restore applications until 
the server is repaired or 

replaced

We would spin up a 
virtualized backup of the 

applications inside a cloud 
service

We would restore the 
applications from backup 

tape

We would spin up a 
virtualized backup of the 

applications on the 
appliance

We would restore the 
applications from a disk- or 

appliance-based backup

Other

In the event of a server failure, with your existing processes, how would you restore the applications? 
(N=348)

Figure 4: The primary methods for recovery in the event of a server failure 

100-249
21%

250-499
19%

500-999
21%

1000-
2499
22%

2500-
5000
17%

How many people work in your 
company? 

(N=358)

Figure 6: Understanding how company size 
impacts 15-minute recovery capability 

6%6%8%7%8%

15%13%
12%16%11%

100-249250-499500-9991000-24992500-5000

15-minute recovery capability by company size 
(N=292)

Yes No
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Organizational Technical 
Characteristics 
Understanding respondent organizations’ technical characteristics is 
important in order to gain insight into what is actually being predicted and 
to be able to provide some context around technical requirements.  With 
that in mind, our survey queried respondents about a number of elements 
inside their data centers. 
The number of employees in an organization does not always determine the actual technical 
size of that company. We asked respondents to tell us how many physical and virtual servers 
they’re running in their organizations.  These results are shown in Figures 7 and 8.  As you can 
see, respondent data center sizes run the gamut from very small to large.   

 

 

 

1% 5%
7%

18%

13%

18%

25%

12%

1 2-5 6-10 11-25 26-50 51-100 101-500 More than 500

Approximately how many virtual servers exist in your environment? (N=352)

1%

11%

15%

24%

20%

11%
14%

4%

1 2-5 6-10 11-25 26-50 51-100 101-500 More than 500

Approximately how many physical servers exist in your environment? (N=352)

Figure 7: Number of physical servers present in the organization 

Figure 8: Number of virtual machines present in the organization 
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The quantity of data that needs to be protected directly impacts the size of the disaster 
recovery solution that needs to be procured. In Figure 9, you can see that close to 70% of 
respondents are protecting less than 50 TB of data. However, while the size of the protected 
data may inform the size of the overall disaster recovery solution, small organizations 
increasingly have similar recovery requirements as their larger brethren. As such, while 
protected data size is important, it’s really more of an interesting data point for vendors rather 
than customers.  Vendors need to address a broad range of market needs spanning both small 
and large customers alike.  

 

Earlier in this report, you learned that 
company size is not a good predictor for 
whether or not the company has the 
capability to fail over to a secondary site 
within 15 minutes.  Instead, it’s interesting to 
note that the amount of data being protected 
seems to provide some insight.  In fact, for 
companies with less than 2 TB of data, only 
3% can failover critical business applications 
within 15 minutes. 

 

2%
4%

10%

15%

17%

20%

15%

10%

6%

Under 
1 TB

Under 
2 TB

Under 
5 TB

Under 
10 TB

Under 
20 TB

Under 
50 TB

Under 
100 TB

Under 
500 TB

Over 
500 TB

How much data does your company need to protect? (N=358)

Figure 9: Amount of data that needs to be protected 

1%
2%

10% 11%

17%
13%

22%

11% 12%

< 1TB < 2 TB < 5 TB < 10 TB < 20 TB < 50 TB < 100 TB < 500 TB Over 500 
TB

Can you fail over your key business applications to a 
secondary site within 15 minutes?

Figure 10: 15-minute failover capability by amount of data being protected 
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The vast majority of businesses do virtualize 
some or all of their applications, though the 
overall percentage of virtualized workloads 
varies from company to company.  This variation 
in virtualization penetration — from 0% virtual 
to all virtual all the time — means that 
customers need disaster recovery solutions that 
can support a wide breadth of virtual and 
physical systems and that can support the 
operating systems and applications that run 
inside those environments.  It’s no surprise that, 
for those that virtualize workloads, VMware 
vSphere is the clear market leader. 

 

  

76%

15%

6%
3%

What type of virtualization environment do you have in 
place in your organization? (N=358)

VMware

Hyper-V

Other hypervisor (KVM, Xen, 
Oracle)

We don't virtualize our 
workloads

 

Figure 11: Hypervisors in use 
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Figure 12: Gaining understanding for current 
application failover capabilities – for critical 

applications 

Understanding Peer Disaster Recovery 
Capabilities 

veryone wants to be able to edge out the competition in some way and, 
believe it or not, disaster recovery capabilities are important enough 

that they can become a strategic differentiator.  After all, if you and your 
biggest competitor both suffer disasters at the exact same time, but you 
can recover in 15 minutes, while it takes your competitor 48 hours, the 
advantage to you is clear. 
So, where do you fall when it comes to disaster recovery?  We asked respondents a series of 
questions in order to gauge their current status.   

There are multiple services that need to be protected in the data center and, traditionally, 
companies have had to prioritize which services deserved protection.  Disaster recovery for all 
services was considered too expensive or too complex.  However, failover services — a step 
short from full disaster recovery — have started to become more commonplace as some of 
these kinds of services are built into the hypervisor and as myriad failover solutions have come 
on the market in recent years. 

Results of our survey support these observations.  As shown in Figure 12, close to 60% of 
respondents currently have some kind of failover solution in place that allows them to recover 
critical applications.  Of course, this also means that over 40% of respondents don’t yet have 
this capability. 

The results are a bit worse when looking at what happens after a major disaster (Figure 13).  
Barely half of respondents currently half a failover solution that can protect them in the event 
of a natural disaster.  That’s potentially a business-ending event.  

 

 
 

  

E 

Yes
58%

No
42%

Do you have a failover solution if 
a critical application goes down? 

(N=351)

Yes
52%

No
48%

Do you have a failover solution 
that can protect your 

organization from a disaster 
such as a hurricane, tornado, or 
other event that results in the 
loss of a data center? (N=348)

Figure 13: Gaining understanding for current full 
disaster failover capabilities – to protect against 

natural disasters 
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For those that have a failover solution (Figure 14), 43% can protect all of their mission-critical 
applications while 29% can failover just some.  On the good-news front, 17% can fail over 
everything, but that left 12% as either not certain about what they could fail over or having 
different capability.  The message here is that there is major room for improvement when it 
comes to failover capabilities.  Even non-mission-critical systems exist for a reason, and 
maintaining availability for those systems will be increasingly important over time.  Figure 14 
shows you results for single applications and servers while Figure 15 displays capabilities for 
what happens when real disaster strikes. The results maintain a similar order of magnitude.  

 

 

27%

39%

18%

10%
6%

We have the ability to fail over 
some of our mission/business 

critical applications to a secondary 
data center or cloud service 

provider

We have the ability to fail over all 
of our mission/business critical 

applications to a secondary data 
center or cloud service provider

We have the ability to fail over all 
of our applications to a secondary 

data center or cloud service 
provider

I'm not sure Other

If you have a failover solution, to what level are you able to fail over your servers and applications in the 
event of a disaster such as a tornado or hurricane or other event that results in the loss of the primary 

data center?

29%

43%

17%

7%
5%

We have the ability to fail over 
some of our mission/business 

critical applications

We have the ability to fail over all 
of our mission/business critical 

applications

We have the ability to fail over all 
of our applications

I'm not sure Other

If you have a failover solution, to what level are you able to fail over your servers and applications in the 
event of an application failure?

Figure 14: Failover capabilities for individual servers and application  

Figure 15: Failover capabilities in the event of a significant disaster  
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The market vertical in which a respondent works provides some additional insight into the 
importance that is placed on failover and disaster recovery in different organizations.  Some 
verticals, such as high tech and finance, seem to do a pretty good job at being able to fail over 
at the application level (Figure 16).  Education and the Oil & Gas verticals, on the other hand, are 
quite challenged. 

Please note, a longer green line signifies that an organization can’t protect all of their mission 
critical systems. 

 
  

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Other

Energy!or!Oil!&!Gas

Transportation!or!Travel

NonAprofit!or!NGO

Technology!partner/MSP/Reseller

Manufacturing

Government

Retail

Education

Finance,!Banking!or!Insurance

High!Tech!or!Telecommunications

If you have a failover solution, to what level are you able to fail over your servers and 
applications in the event of an application failure?

We!have!the!ability!to!fail!over!all!of!our!applications

We!have!the!ability!to!fail!over!all!of!our!mission/business!critical!applications

We!have!the!ability!to!fail!over!some!of!our!mission/business!critical!applications

Figure 16: Failover capability broken down by industry vertical 
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15-minute recovery capability is quickly becoming a business 
necessity for most applications.  Many of today’s disaster recovery 
solutions do a very good job at actually getting systems and 
applications back after recovery, but they often cannot achieve the 
goal within this 15-minute window.  Respondents verify that this is 
true: only 29% indicate that they can fail over key business 
applications to a secondary site within a 15-minute window (Figure 
17); 57% do not have this capability; 14% are uncertain, which we take 
to mean that they either simply don’t know and that they don’t have 
full confidence that their existing solution can meet this hurdle. 

Given the importance of failover, the question then becomes one of 
why.  In other words, why can’t companies achieve a 15-minute 
failover goal? 

One word: Money. 

It’s far and away the primary reason that on-demand failover is 
lacking in respondent organizations (36%; Figure 18).  Priorities also 
play a part: 26% of respondents have other needs that are more 
pressing than on-demand failover.  Sometimes, the here-and-now 

has to be taken into account before what many people consider to be solutions for handling 
“what if” situations.  Another 25% simply don’t have technical resources to deploy and manage.  
11% believe that on-demand failover is too difficult to achieve.  Vendors providing DRaaS 
services still have work to do when it comes to helping potential customers understand the 
ease by which such services can be deployed and managed. 

17% of respondents indicate that they are currently evaluating solutions. 

 

Yes
29%

No
57%

Not Sure
14%

With your existing solution, can you 
fail over your key business 

applications to a second site within 15 
minutes? (N=340)

Figure 17: 15-minute fail over capability to a secondary site 

Figure 18: Reasons for lack of on-demand failover capability 

15%

11%

12%

14%

17%

25%

26%

36%

0% 5% 10% 15% 20% 25% 30% 35% 40%

Other

It seems too complex to deploy and use

Compatibility issues

Not familiar with on-demand DR (DRaaS) solutions

Evaluating solutions as we speak

I don't have sufficient IT resources to deploy and manage

Has not been a priority

Too expensive

If you don't currently have an on-demand failover solution, why not? 
(Multi-select)
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Outage Handling Experiences 
 

uffering outages is a part of the game when it comes to managing data 
centers.  This fact is the primary reason that companies are seeking to 

improve their overall recovery capabilities. 
The more outages that you experience, the more downtime you suffer.  It’s a linear relationship.  
For most businesses, downtime equates directly to lost revenue and, sometimes, increased 
expenses.  It’s certainly not a financial win!  Most respondents, 58% as shown in Figure 19, have 
not experienced any critical outages in the past 6 months and 2% are unsure about how many 
they had.  That means that a whopping 40% of respondents did, indeed, suffer outages with 
5% claiming 2 to 5 outages, and 1% experiencing more than 10 outages. 

 

Along with outages comes the need to recover from those outages.  There are two metrics here 
that are important: 

•! How long do you expect it to take to recover? 

•! How long does it actually take to recover? 

As you can see in Figures 20 and 21, people have a pretty good handle on their recovery times as 
expectation fairly aligns with reality.  However, only around 10% to 12% of respondents can 
actually recover in less than 15 minutes.  More than half of recoveries actually take 15 minutes 
to 2 hours and the remainder can take 5 hours to 48 hours to complete.  That’s the loss of 1 to 2 
business days’ worth of effort. 

S 

10%
24%

31%
9%

10%
7%

4%
4%

Less than 15 minutes
15 minutes - 1 hour

1 - 5 hours
5 - 10 hours

10 - 24 hours
24 - 48 hours

More than 48 hours
Not sure

How! long!would !it !take!you!to !restore!a !key!
business !applicat ion!if ! it ! c rashed?!(N=340)

58%

19% 16% 5% 1% 2%

None 1 2-5 5-10 More than 10 Not sure

Over the last 6 months, how many critical application outages has your company experienced? 
(N=340)

12%
23%

31%
15%

10%
6%

2%
2%

Less than 15 minutes
15 minutes - 1 hour

1 - 5 hours
5 - 10 hours

10 - 24 hours
24 - 48 hours

More than 48 hours
Not sure

What!has !been!the!average!server !or !
applicat ion!outage!durat ion?!(N=144)

Figure 19: The number of critical outages experienced in the past six months 

Figure 21: Average length of actual outage Figure 20: Time to restore key business applications 
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You may notice that there appears to be a discrepancy between the results shown in Figures 17, 
20 & 21.  In Figure 17, note that 29% of respondents indicate that they can recover key business 
applications within 15 minutes.  In Figures 20 and 21, that number drops to 10% to 12%.  We 
suspect that, while people may be able to recovery some applications in 15 minutes, when they 
were pressed to put an actual timeframe around their answers, that they started to think 
deeper and get more granular by targeting approximate actual times. 

If and when an application does happen to fail and you’re in the process of recovering it in 
some way, you need to decide on how you want to actually accomplish recovery.  There are a 
number of different options from which you can choose and the variety of options at your 
disposal is directly related to the disaster recovery capabilities available in your solution.  We 
asked survey respondents to tell us where they would prefer to boot critical applications in the 
event of a server failure, with the respondent results shown in Figure 22. 

More than 40% of respondents would prefer to boot servers from an existing secondary site.  
However, there are a number of people that would prefer to leverage either a public cloud 
(13%) or a private cloud (25%).  18% indicated that they would like to boot workloads right on 
the backup appliance. 

 

13%

18%

25%

43%

2%

Boot a virtualized instance of 
the applications from a public 

cloud

Boot on the local backup 
appliance

Boot a virtualized instance of 
the applications from a private 

cloud

Boot from our existing disaster 
recovery site/secondary data 

center

Other

Where would you prefer to boot critical applications in the event of a server failure? (N=340)

Figure 22: Failover service desired boot location for critical applications 
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Purchase Intent for Disaster Recover as 
a Service 

t’s surprising that 51% of respondents tell us that they do not have any 
plans to consider DRaaS within the next year.  With that said, there are 

49% of people that do plan to deploy DRaaS, but 19% of those plan to do 
so more than 12 months out.  This leaves 31% of respondents considering 
DRaaS deployments within the next 12 months (Figure 23). 

 

In what probably comes as no surprise, solution cost is of primary concern, considering the 
purchase of an on-demand failover solution is the key driver (70%; Figure 24).  Security takes 
second place with 48% of respondent votes and solution reliability comes in third place with 
46%.  Note that respondents were allowed to choose up to three responses for this question. 

I 

51%

6% 10%
15%

19%

No. We have no plans to deploy 
DRaaS within the next year

Yes. We plan to deploy a DRaaS 
solution within the next 3 months

Yes. We plan to deploy a DRaaS 
solution within the next 6 months

Yes. We plan to deploy a DRaaS 
solution within the next within the 

next 12 months

Yes. We plan to deploy a DRaaS 
solution, but we are more than one 

year away from deploying it

Are you currently evaluating on-demand failover (sometimes known as DRaaS) solutions? (N=340)

Figure 23: DRaaS deployment intention 
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Figure 24: Failover solution evaluation criteria 
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